De-Anonymizing
Alt.Anonymous.Messages

Tom Ritter iSECpartners®

part of NCCQIoUp

Zax

| Stt2X YR 2St02YS® aeé yIFYS A& ¢2Y wAdds
know whoZaxis, you will by the end of this talk.

This talk is about an anonymity network that was started in the fledgling days of the
Cypherpunlera¢ the early 1990s.
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edition, and it had come out, and the US had ruled you while you could export the
0221 AlGaSt¥FTr &2dz O2dzf Ry Qi SELRNI (GKS ¥t 2
The United States government was actively investigating Phil Zimmerman for violating
the Arms Control Export Act, for making the first few versions of PGP available.

Dan Bernstein and the toddlerged EFF went on the offensive taking the US

government to court and suing over the export controls on cryptography.

Another group of people ultimately printed the source code for PGP, exported the

book to Europe, scanned it in, and O&Rt in 1997 releasing a version of PGP that
bypassed export controls

Alt. Anonymous.Messageegas forged in the heyday of theypherpunksand really,
overall, has changed very little in the intervening decade since it was last shaped in
any major way.

And in that decade, what we have seen is a monumental focus of the nations spy



agencies on not what was thought to be the most critical piece of information to
encryptci KS O2yidSyid AdGasSt¥Fo .dzi AyadSERXo®



Metadata

CKS LIS2LX S ¢K2 1y2¢6 62yQiG GFHf1X FYyR GKS
leaked court orders requirgerizon to turn over call records local and abroad. Now,

LQY dFf1Ay3a KSNBX a2 L R2yQdbutthgast | y& KA
straightforwardthing to do with this data is to build communication graphs. Analyze

the metadata, looking for patterns. Identify people of interest, and figure out who

they talk to.

The metadata around an encrypted channel tells volumes.



SSL, is the most widely used encrypted channel on the internet today. And even
AJYy2NARAY3I GKS ydzYSNRdza FdGal O0l1a 6SQ@S asSsSy
ignoring howit breaks just about every cryptographic best practice theretiwere is

a wealth of information you can learn from observing an SSL session. There are

protocol levelleakg{ { [ al &a | 24 lFo2dzi oKIG G@&LIS
version. It also includes what you think the local time is.



SSL

If (You’re communicating)
Who  (It’s with)
When  (You’re doing it)

How much (You’ve sent)
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sending packets, and communicating. That seems obvious, of course theypean
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Secondly, SSLmakg2 | 0GSYLIG |0 KARAY3 gK2 @&2dzQNB
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YR &AAYAfINI&>s GKS I ROSNBINE (y26a 6KSY
sending data and when you are receiving data. The resolution on this goes down
literally to the microsecond.

So they know exactly when, and they also know exactly how much data you receive.
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padding to frustrate length analysis.
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Onion Routing (Tor)
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messages along a chain, each node peeling off a layer of encryption, until an exit
node talks to the intended destination. TRRSSa G Ay I 0 A2y NBalLRyRAa:Z

back.



Onion Routing (Tor)

When
How much

OnionRouting specifically aims to disguise Who is talking. An adversary observing
g2dz Oy Qi &aSS GKFG &2dzOQNB GFt1{Ay3 G2 + &
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¢ 2 NJ R2 S a ypadding\uiat Iittie i dods dot intended to be a security
feature. Tor explicitly leaves _out_ link padding.



Onion Routing (Tor) - Attacked

And if you stayed througiv dzy talk) §ou know that Tor cannot protect you if the
adversary can see the entire path of the circuit.

[ SGQa al & Keé LR i KAdirdlia) thé WSeGanabls and theSJK fvdre/fidr =
say, conspire secretly on some sort of spy program.

Well if your circuit went through those countriest 2 NJ OF y Qi KSf LJ & 2 dzd
Oy GNJI O]l &2dzNJ N FFAOZ YR FTAYR 2dzil ¢gK?2
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threat model.



Onion Routing (Tor) - Attacked

=P
o

And a slightly more difficult version of that attack is if the adversary can see you, and
thenaSS (GKS ftlad €S3 2F GKS LI GK fF0SN 2y3
website. Well, they can do a similar attack, and track you down. It requires a little bit
Y2NB YIGKXZX o6dzi F3FAyI 6SQ@S LINPOSR AlGQa

And this is particularly concerning seeing as I, like most of you probably, are in the
L{X®d ''yR &2 YdzOK 2F ¢gKI{id ¢S R2 2yftAyS Aa



Onion Routing (Tor) - Attacked

Who
When
How much
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Correlating Client Message Sizes

YR i GKAA LRAY(GIZ L GKAY] AGQa ¢2NIKGKA
IOActivebuilt aproof of concept traffic analysis tool, that looks at your SSL session

with Google, and figures out what partgbogleY | LJa @& 2 dzQ Nl bas2d? | A y 3
2FF GKS aATSa 2F GKS GAfSa @2dzQNB R2gyf 2

LiQa 62NIKgKAES G2 y2G4S GKAA Agoodey Fddlk O
maps at that moment. | want to show an alternate example.
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Correlating Server Message Times

Encrypted
------ > Unencrypted

Alice n David
- Facebook ™= .

Bob Frank

Carol Attacker

. 2dzQNB facehodkivith aceBogkchat enabled; all over SSL. Heck, all over
Tor.

Well Facebook chat acts as a _serweyou are able to receive messages from

people, and they will be pushed down to you. The *attacker*, not you, determines
gKSYy @&2dz gAff NBOSAGS I YSaal3aSo ¢CKIGQa
to time-based correlation attacks. An adversary sends you a message, and then looks

at all the people connected to Facebook, or Tor, and sees who recieves a message

right after that.
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Correlating Server Message Sizes

Encrypted

- - ------ » Unencrypted

Alice ﬁ David
wd =) wd
Bob Frank

Carol Attacker

And even easier, because Facebook chats tend to be gimbhatn lead to sizbased
correlation attacks. Now not only do | send you a Facebook chat, but | send you a
HUGE Facebook chat/ith only a couple of trials you can be pretty confident that

0KS dzaSNJ 6K2aS AYGSNYySi O2yySOUAzy 2 dzQ N.
RAAaARSY(l @2dzOQNB YSaal3dAay3a 2y ClIO0So6221®
YR AGQa AYyGSNBaldAy3a (2 y2iSananytizéa || OSNE

Jeremy Hammond, who is currently awaiting trial for allegedly dumfpidigNJ  F 2 NXQ &
mailspools The police staked out his home, watched him enter, saw some Tor traffic,

and whoopg the username they thought was him, popped onto IRC. Classic traffic

O2Y FANXNI GAZ2Y | OGGF O] @ l'YR LQ@S 3240GSy az
O2yySOuUA2YZEZ YR 6FG§OKSR KAY RNRL) 2FF Lw/
thatside of thingg A ¥ O KIF G A& (GNMHz2SZ GKIFGQa |y2idKSNJ
on a low latency connection.

http://arstechnica.com/techpolicy/2012/03/stakeouthow-the-fhi-trackedand-
busteda-chicageanon/
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Mix Networks (Remailers)

Now the good news is that even if the adversary can see the start and end nodes, or
SPSYy GKS SYUANB LI GKZI OGKSNB ANay R (eKled gdia2 a
Networks. Mix Networks introduce a delay, while they collect messages into a pool,

FYR 0KSYy FANB GKSY |t 2dzio [ 2ttt SOGAY3
observing the mix from knowing what message went where. It introduces

uncertainty.

Mix Networks are a super important part of anonymous communication, that | want
to encourage the growth of, so | want to take a quick minute to demonstrate it to
you, live on stage.
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Mix Networks (Remailers)

When
How much

't NAIKGEZ 42 aAE bSig2Nla RSY2yaidN}GiSRZ 4
LINEGSOGA2Y | 3AFAYyad FA3IdzNRY IGivendeiough ne, A G A
or a low enough traffic volume, an adversary can perform the same types of attacks |
described against Tayrbut it takes a lot more observatiorAnd the easiest thingp

learn,that takes no timeor analysish & (0 KS FIF OdGd GKIF G LQY O2YY
a message, and how large itighat is still apparento someone observing my

network connection.
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Shared Mailboxes (AAM)
N N S T S

6/28/2013 4:15 UTC Anonymous f55d9f81fbS... —-BEGIN PGP MESSAGE-—
hQ2134Aym...

6/28/2013 5:32 UTC Anonymous e7bb5045¢0... -----BEGIN PGP MESSAGE----
sdhQOAym...

6/28/2013 5:56 UTC Anonymous B06c952e82... —----BEGIN PGP MESSAGE-—-—
hQQOAym...

6/28/2013 6:13 UTC Anonymous 5465b12b5... —-—-BEGIN PGP MESSAGE-—-—
MLwjVad...

6/28/2013 6:47 UTC Anonymous 1f4d96cf37... ——BEGIN PGP MESSAGE——
1JS0laiQp...

6/28/2013 7:00 UTC Anonymous 2e6bd4698... ——BEGIN PGP MESSAGE-——
FawShwov...

Enter Shared Mailboxes, aidt. Anonymous.MessagesA shared Mailbox is what is
sounds like. Imagine &mail account where everyone in the room has the

username and passwoiglo dzii A (0 Qa N&B& Rdz2QHyeQd ORSBaRLS Y
even send them from this mailbox.

N>

All of the messages are encrypted, so what you do, as one of the people with access
to this inbox, is download all the messages, and try and decrypt each message with
your private key.

15



Shared Mailboxes (AAM)
e Thom sibes | Mesore

6/28/2013 4:15 UTC Anonymous f55d9f81fbS... ~—-BEGIN PGP MESSAGE--—
hQ2134Aym...

6/28/2013 5:32 UTC Anonymous e7bb5045¢0... -----BEGIN PGP MESSAGE----
sdhQOAym...

6/28/2013 5:56 UTC Anonymous B06c952e82... -----BEGIN PGP MESSAGE-—--
hQQOAym...

6/28/2013 6:13 UTC Anonymous 5465b12b5... —-—-BEGIN PGP MESSAGE-—-—
MLwjVad...

6/28/2013 6:47 UTC Anonymous 1f4d96cf37... ——BEGIN PGP MESSAGE——
1JS0laiQp...

6/28/2013 7:00 UTC Anonymous 2e6bd4698... —-—--BEGIN PGP MESSAGE-—--
FawShwov...

And a couple of those messages happedts T2 NJ & 2 dzd ¢ KS NB

they must not be.



Shared Mailboxes (AAM)

Receiving

2SSttt a2YS2yS 461 OKAYy3I GKAAa SYONRLIISR 02
shared mailbox, and downloading all of the messagésk I 4 Qa OSNIi | Ay @ :
' OQhGdzZl tt& (y26 AT &hegQiyInondad i dsivadedai 41 3 S
of the messages, not if you could decrypt any of them.
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At the cost of a lot of bandwidth, receiving messages via a Shared Mailbox provides
an awful lot of security comparatively!
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Integrating w/ Email: Nymservs

,‘ ﬂ alt.anonymous.messages

pseudonym@nickserv.com

l

nickserv.com
S

Now, shared mailboxes are an awesome anonymity tool, but the difference between

Fy 6Saz2yYS Fy2yeyYAade G222t YR |y ly2ye@YA
G2 0KS ljdzSadAz2yy a/ly L AYyaSNIOd 6A0GK GK
O2YLI NBR (2 20KSNJ aegaisSvyasz o0SOFdzasS &2dz O
not a closed system where you only interact with hidden services.

So for a shared mailbox to actually be used, it needs to interact with normal email.

¢ K O QanyniséBchidie in. The simplesiymsery the newest anaasiest to

use, receives a message at a domain name, and post it immediately to
alt.anonymous.messagedThis is aymserwvritten by Zaxx. | y Rgithub.Qa 2y
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Integrating w/ Email: Nymservs

,‘ ﬂ alt.anonymous.messages

tom@ritter.vg

pseudonym@nickserv.com

l

nickserv.com
"S-

* Remailer A

;'}, - Network

The much more complicated Type Igitionymservscan forward the mail to another

email address, directly talt.anonymous.messaggesr route it through a remailer
YySGg2N)] G2 S@Syldatte gAYR dzLd 2yS 2F (K2
nymserviater on.
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Shared Mailboxes (AAM)

Receiving Sending
(With Shared Mailboxes) (With Onion Routing or Mix Networks)
H#
If
Maybe?
Whe
Who
When
When
How much
How-much

So if we add imymservs Shared Mailboxes have awesome anonymity for the

recipient. When you send a message toym(i K i dzaSa | aKF NBR Yl
ARSIFft& dzaAy3a Yy hyAzy w2dziSNJI 2N+ aAE b
thus have those security propertie y I ROSNEI NBE Oly &aSS GKI
message, when you sent it, and how large it was
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Alt.Anonymous.Messages

wl@]lo]e )

[ altanonymous.message: X \

€ - C @ httpsy/groups.google.com/f

arch Images Maps Play YouTube

Google N =3

, alt.anonymous.messages

o 1735d51b6eb18f373c397f7979acee23dd409039e03b916

“ By Anonymous

o 2a36bd2568dc7f02baf0aB340dc7d1c92d13755e0c908f

“ By Nobody

o DB82cf43eac207b4060e09c 19457cc792b6190053dfTcaded

“ By Nobody

o 7caf60a703f2b3d9d5fcdca47be03d4 12e44efd2bdae31a2

“* By Nobody

©653287ba7582795ec032f19542f76a2736fd3809e050fd

By Anonymous

. CcobSbbcde3dbe29abldee2364796ae4a91a2899cd908fa78

“ By Nobody

9d63e31deffa7c7d5d64d8dbb493ac29684eff3b3978f772

By Nobody

o 1a307c2de2988dcdcd50814ba2d328dfc0dBadal 1797 ackd ’
“ By Nobody

ceca174b896cb3695dd8ab2eb36f1e2773832ec96a1477a3
By Nobody

o ©305158608ec3873c24eb981e0cbd7 1ba176c84364122613
= By Nobody - 1

{22 y2¢ UGKFG L |

y2yeyvYAaine ySi
security,afterallA i Qa G

QJS
2 NJ
S vy

R GKNRdIdZAK (GKS
Qa | OGdza ffe R
)

f
f S A
S2NBUAOFEffe& as

D

] S
@ as a
K 2al0 GK
LT &2dz2Q@0S ySOSNIf221SR a4 Al 0ST2NBzI (KA
bunchof hexadecimal subjects, posted by Anonymous or Nobody
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Alt.Anonymous.Messages
,amsasmeum ol E][=] )

J & C' & https:/groups.google.com/for

Groups “ @ 10f 99+ > 20 - - r

» alt anonymous messages »
7735d51b6eb18f373¢397ff7979acee23dd409039e03b916

1 post by 1 author @ K21

+  Anonymous 5:06 PM (5 minutes ago) | ¢p, |

~-BEGIN PGP MESSAGE-—
Version: Mixmaster 3.1-alpha2 (OpenPGP module)

GANQR1CMDQQCAWK/8c ThmsNzWCmAAAL7TVUBJKQV6B2yaKMBwOnod ++V/aZpsP
KpM+scXOl8fz/dzqSrBQvpwHiKcyfnBKI/Y 10tSZ1pAMUY 25ki62qGKKxJdB
eAnT+MxzFonUeY 1¥XxSTISHSWBHOCiMaU0zcmQGBz8MnP 3zbMxByJ0iLcpkHn7h
LuCWixwwev/ldQnGOCwmYsUWM/FTQEYns9VEKNY phigdQ6Jig0XkW+9uL Ui+ XTGN
WoxH3terF 3iQOMZ4T0n+qRQp3W23aXiGH9y9YiheyCuTQI4pROKINXCSDSIS W
BuuopLbEXNWXKSUECluBpPFrOmScdPmGspdtiIMMVUTImNPpASGHJ3gzoghmRa4
boffJ0BCScsgsPSGEM/ZZF GEUZUL OsmysDc034BISZDWEXCV3S/LOY+Np6Cek2
mwRD/30gmAKK27cDTPIZJHgdhAgrsqOxDSprscW3OIKACos4cUMhy26bMBEbM7
DZy5clih50dYK769aC0Z50NSUDCWRXG2EZ8ImFLIMVOYZQXACUjuUXLI2XGOVZ
VgIBIRAORGZ56N03VVIBPITM7CGnS4XS402+0mAOPGENPeF dsgdVEWOd+MihizzZ
eZ1HDx0ZfeYehDs +iF UDRhE epD4/i8%fe 10Q+ YA4Z0gWodyF phdKjiZZgN2rv
IQLCFhONAXKt+AJuHAGhCG2/timnxyMA420cdixgPyC/ms S9gYITINWOZpXIY
ZegAhtsxMIdthufSmX6pTRADNPg4Pi61WkQ3Z/GDKgkg/MissAKQeTwC4Iud002
Z0WTcGyinuBUew07dtFHGWO//ghakbRwogPLaNBPmOUumR2Jqe525gdZCiWyx W
2UwhqYL7StyR3z2WRPCSS+LISDYYC 12VKaRbX+Toti/o7 7is6XHjPshwe 3gLk
FHzmWmcMWpg+cuVkiVXAKOKBFIOBCG/QCVODRWPAd/z

And any individual message usually looks like a PGP Messdageay or may not
have a version string.
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Alt.Anonymous.Messages

* ~190 Messages Posted Daily (Jan-July 2013)

7/5/2003 7/5/2004 7/5/2005 7/5/2006 7/5/2007 7/5/2008 7/5/2009 7/5/2010 7/5/2011 7/5/2012

7/5/201

¢tKSNBQa Fo2dzi mcdn YSaal
whilethel FSNF 38 OSNI I Ay f

steady in

I
e KI
the last 5 years.

(V)] P
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Alt.Anonymous.Messages

* My Dataset:
— 1.13 Million Messages
— From last 10 years - July, 2003
* 53.5% of (anonymous) messages go through

* Dizum (36.9%)
» Zax (17%)

The dataset | worked off of was about 1.1 million messages from the last ten years.

Now we can already see some shortcomings here. Over half of the messages in my
dataset go through nodes operated by two people. mhaevork diversity is horrible,

and the network itself would be thrown into disarray if either one of these folks got
subpoenaed> & Kdzi R2¢6y I 2NJ NBUOANBRO® L dzi . AGC

603,844 /1,128,312 = 53.5%
Dizum 416579
Zax 192317
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Dizum & Zax as Percentage Over Time
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You see thab3.%% statistic was over the entire dataset. Today, these two folks make
up virtually allof AAM.

That dip:7,800messages throughkrell which operates a remailer and a
newsgateway

Subject Espafia busca que el consejo resuelva problema de activos toxicos
NouniqueheadersidenticalPGP signaturas dagtypes10,3,9

1O 2 dzf getyh@riiout of thosemessagesother thanthat someonesentout 7800
messages agroup, overa shorttimespan andthen stopped.



{22 6A0K ySis2N]
see what types of analysis we can do.
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“Keeping the ciphertext around in public for a
shorter time sounds like a Good Thing, anyway.”

- Cypherpunks mailing list, about AAM
December 12th, 1994

L R2y Qi GKAY]l L OFy &l@& lFyeidKAy3 a ANRY
1994

Read it

And here we are, just shy @0 years later.
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PGP Messages

m Not PGP
M Probably PGP

So the first thing to do is to break it up by PGP or-tNd@ t & l' YR @2dz OFy :
overwhelmingly PGP messages.

So, really quickly, what are the n&#GP messages?
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Non-PGP Messages

* People whose view of reality is several
standard deviations from accepted fact

— http://www.talkorigins.org/fags/homs/conrad.html
— http://www.smbtech.com/ras/

Well, | was trying to come up with a nisay to say crackpotsL QY y 2 & dzZNB A
succeeded.

. dzi GKSNB INB &aS@OSNIf LIS2LXS 6K2 KIFI@S |y
1 02dzi X LQY y24 NBFIffé& adaNBo YR GKSNB |
have sprung up in response to the crackpots, because people were just getting flat

out confused.
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Non-PGP Messages

* SATANIC OPERATION
— ~10,000 messages from 6 addresses, 2007-2011
— 2 subjects: “Satanic Operation”, “Operation Satanic”

— Evenly distributed alphabet
* ABCDEFGHIJKLMNOP

* Others...

So, besides those there are some other @GP messages. | think most interesting is
I aStd 2F 62dz0 mny YSaal3IsSa 6AGK GKS &
{1 ¢! bL/ @ 2 Kl 0Qa AYyGSNBadAy3d Fo2dzi GKSa
alphabetic.L ¥ &2dz £t 221 G | &aAy3t GeastSiphérlomS s @&
Vigenere or a polyalphabetic. But if you analyze the messages in whole, you discover
a 16 letter alphabet with a perfectly even distribution.

dzo
S
2

y 20KSNJ 62 NR
AdUNROGdzIAZ2Y
YR GKSNB INBE 20KSNJ YSaal3asS OfdzyLla aavYat
analysis, have at it!
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Via Nymservs & Remailers

B Nym

m Other
PGP

® Remailed

So the next thing to look at what percentage of messages were delivered to AAM
via anymservor a remailer.

These numbers are going to be a bit off, since some of the P&enoailednessages

are actually tommyms and some of the PGP messages may be through remailers |
R2y Qi 1y26 | 02dziad .dzih AdQa az2YSUKAy3Io®
to nyms which will be important when | eventually tell you how manyynservsare
actually running.
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gpg --list-packets

All right, so those somewhat interesting statistics agjdeS G Q& &G NI RA @AY
0K2aS Kdzy RNBRa 2F (GK2dzalyRa 2F SyONEBLIISR
OpenPGRonsists of packets, and each packet type does something slightly different.
CKSNBEQa I LI O1SdG GelsS F2NIF YSaal3aS SyON
type for a message encrypted to a passphrase.
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So what are these packet types. These grabiusv the popularity of each of the

different packet signatures, i.e. packet 1, followed by packet 9

¢KS G2LI p2 GKS 2ySa 2y GKS

o2il2YZ

NB

7

i
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1 is messages encrypted to a public key.
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3 is Messages encrypted to a passphrase.
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The actual ciphertext of a messag®isr 18 for old-style or newstyle. And |
separated out the messages sent to a single public key vs. ones sent to multiple.
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tKSas

*decrypted* a message. These are plaintext packets. There are actually a small

number of messages that look likpenPGRataci KS& Q@S 3I2

a9{{! D9
plain sight.
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8 = Compressed Data Packet

* Compressed English Text

* Came out of several remailers during a week
in July, 2003

* Nonsense ;)
— Iran ongoing bizarre sabbatical. Desmond.
— Plato yeomanry psyche inverse indifferent yawn

— Mattson yarn glutamic bridgehead intern
hebephrenic

— Douglas, hamburger gobbledygook.

And if we look at packet type@this is what we get. It really just is compressed

LX FAYGSEG RIEGE® ''YF2NIdzy 6Stex AdQa It a:
2N y2i3 o6dzi L RARYQU &LISYR lFyeée GAYS 2y A
probably came out of sommakovd SY SNF 62 NJ 42 YSHGKSNBE @ {2 L
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1 = Public Key Encrypted Session Key

* Session key encrypted to a Public Key

¢KS YSaal3aSa GKIFIG 6SNB aSyid G2 LldzotAO 1S
on the public keys in the message. | promise you the analysis gets more complex
later. Butlets look atkeylDs
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KeyID

* 60 Messages for KeylD AABBCCDD
— 58 through nym.alias.net w/ identical fingerprint
— 2 through easynews.com
* Track down user agent used to post via easynews
— 2 messages to KeylD AABBCCDD
— 40 to KeyID EEFF1122

So obviously thieylDsare a pretty powerful segmenting tool. So | wanted to
illustrate a couple of examples where tKeylDgell us more.

There was on&eylDthat was messaged very reliably throughyanserv Except for
2 messages sent througbasyNews If you track down the very uniqeasynews
gateway + User Agent, we find that that person also messages artlydd We
can start making inferences across multiple types of metadata.
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1 = Public Key Encrypted Session Key

* Session key encrypted to a Public Key
* >1 Public Key means >1 recipient

* >1 recipient means...

Now | mentioned that $eparated the messages that were sent to a single public key
FTNR2Y (KS 2ySa aSyid G2 YdzZ GALX So LF | YS
022 YdzOK | 62dzi A0 SaLISOALftte o0SOFdzasS dza
what public key it was encrypted to. But if a message is sent to more than one public
1S L5 GKSyX
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Communication Graphs

,2dz OFY RN} g O2YYdzyAOFGA2Y 3INI LKaOD b2g
the sense that a message was sentfroh A OS (12 . 20X GSOKYAO!I ff
Bob both received the same message. But in some, if not most, situations, people
AyOf dzZRS GKSYaStgSa 2y YSaal 3Sa GKSé& aSyR
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Green — Public Key & Pseudonym Available

Circle — Recipient has received messages individually
Size of Circle — Number received individually

Width of Line — number of messages

So a quick legend to these graphs, if a node is green, that means | was able to find the
public key on the &eyserver

If the node is a circle, that means that key received messages individually. And the
size of the circle, and the width of the line, means how many messages they received.

So we have this very nice symmetribgderson graph here.
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s

4

Il YR GKSYy ¢SQ@S 320 I 02dzLX S 2F Y2NB AyidS
interesting because they imply that not everybody knows everybody else. This graph

and the next one really may be a model of the actual Internet where people will

email other people and in a complex, interconnected, but not fully connected way.

This is a fairly lowolume network
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While this one has quite a few higheolume folks participating.
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9 = Symmetrically Encrypted Data Packet

800000
700000
600000
500000
400000
300000
200000

- m B

3,9 1,18 19 10,39 9

So | was working on the communication graphs after all the PRISM stuff came out,
and | was feeling distinctly uncomfortable imagining that this is what the NSA is
probably doing to me and my friends.

Buti KS aK2g Ydzad 32 2y & tSiQa Gt |02«
NBEOIFff (GOKAA 3IAINILIKZI &2dz alg OGKFG LI O1SG @
typefound¢2 @SNJ tnnnnn 2F GKSY® b2g GKAA LI C
into a little bit.

— N
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9 = Symmetrically Encrypted Data Packet

* This packet consists of:

“Encrypted data, the output of the selected
symmetric-key cipher operating in OpenPGP's
variant of Cipher Feedback (CFB) mode.”

* What algorithm? Where's the key?

This packet is the actual ciphertext of the message. It is only, the encrypted data. It

R2SayQi

aleée gKIFEG Tf3I32NRAGKY A

Aaz

FYR AQ
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9 = Symmetrically Encrypted Data Packet

* Where's the key?

— “The symmetric cipher used may be specified in a
Public-Key (1) or Symmetric-Key Encrypted Session
Key (3) packet that precedes the Symmetrically
Encrypted Data packet.”

* Symmetric-Key Encrypted Session Key
— Key Derivation (Key Stretching) Function

¢tKS 1S@8> A& Ay Fy20KSNJ LJ O1Sido
passphrases).

LGQa

Ay
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9 = Symmetrically Encrypted Data Packet

* Where's the key?

— “The symmetric cipher used may be specified in a
Public-Key (1) or Symmetric-Key Encrypted Session
Key (3) packet that precedes the Symmetrically
Encrypted Data packet.”

* Symmetric-Key Encrypted Session Key
— Key Derivation (Key Stretching) Function
* Nothing Precedes It.

ff FTNRY (GKFGO 3INFYLKZ (K

dzi AT e2dzxf f NBOI
RAA02yySOG FTNRY 6KIFG GKS

90 2 SQ@S 3J20G |
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9 = Symmetrically Encrypted Data Packet

* Nothing Precedes It.

— “If no packets of these types precede the
encrypted data, the IDEA algorithm is used with
the session key calculated as the MD5 hash of the
passphrase, though this use is deprecated.”

28ttt AF S 1SSLI NBIFIRAy3:

AGKS L59! [f3I2NANGKY Aa
LJ 8 aLIKNI ase

68Qft TFAYR
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IDEA s passwora) (PIaINtext)

Yea. The MD5 of theassword.

This is absolutely legady,y R S Q@S KI R 06 Si OpaPGRINGEa 2 F R
the late 90s. So while in the very beginning of AAM, this might have been excusable,

the fact that my dataset was from 2003 onwards makes this a pretty horrible

situation.

SogS 1y26 K2¢g (G2 as5pa NBlLIffex NBrtte FFaid
take the output and use it in an IDEA decryption. And then we have to detect if what

we decrypted to was an actual plaintext, or just random. And while you can run
randomnesstests 0 KS& QNB af 26> | YR ¢weSn@amNI godadlidsti S T 2
as possible. So while | spent a lot of time at this point, wrote a lot of code and did a
f20 2F 2LWAYATIGA2yax AG R2SayQd LXFe @S
a lot of CUDApowered code and brute forced these on GPUs for many months.

And one of the first results | got, actually a few dozen of these messages, was
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“If you cracked this you wasted
your CPU time”

This did not make me feel terribly good about myself. But | persevered.
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Other Decrypted Messages

HTML Pages

Weird SMTP Logs

Partial Remailer Messages
But overwhelmingly...
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PGP -> PGP -> PGP -> ...

More encrypted messages. Recursively encrypted PGP messages.
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Breakdown of PGP->PGP->PGP

3, Symmetric,

49, 1% 3, Public KEy,

46, 0%

Ly FFOGX KSNBQA | oNBIF{1R2gy 2F K24 Yl ye
decryptions into a public key message, and another 2200 into another password
protected PGP message. | was able to take 49 messages two layers deeper, and 5
messages 4 layers deep.

Now, for the number of messages | was trying to brute force, these numbers may not
seemvery impressive. While | certainly am not the best password cracker here at

DefcoEk L GKAY{1 AdQa ¢2NIK o0SINAY3I Ay YAYyR |
trying to crack encryption keys used by some of the most paranoid people on the
LYGSNySio {2 LQY adaNB LS2L)XS Oy R2 06Si
results.

7 PN

.dzi L KF@SyQi SELXFAYSR 6Ké (G(KSNB I NB &z
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Type | Remailers

* Mixmaster — Type |l

— Spec: UIf Moeller, Lance Cottrell, Peter Palfrader, Len Sassaman

— Code: Lance Cottrell, later Len Sassaman, now Zax
* Mixminion — Type Il

— Spec: George Danezis, Roger Dingledine, Nick Mathewson
— Code: Nick Mathewson

* Type I? Cypherpunk Remailer?

And to explain that | have to talk about Remailers. So how many have heard of
Mixmaster andvlixminion.

Okay a good number of you. Well these tools haeen dubbed Type Il and Type Il
remailers. Which means there must be a Type | remailer somewhere. Well, Type |
remailers are basically dead, but their protocol lives on in Mixmaster.

61



Type | Remailers

And boy, what a protocol.

This is the manual of how to use most, but not even all, of the options supported by

Type | remailers.
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Type | Remailers

* Type | Directives * Type |/Ghio Nymservs
— Anon-To — Build a Reply Block,
— Anon-Post-To consisting of chained
— Encrypt-To d|rect|ers
— Encrypt-Key — Uses this reply block to
deliver mail to you
— Encrypted
— Latent-Time * Two Functioning Today
— Remix-To _—
_ — Zax (nym.mixmin.net)
— Remail-To . 78 users
— Rand-Hop — paranoici.org
- . ¢ 210 users

Someofthe Type RANBOGA PSa NP 2y GKS tST¥io b 2
RemaiTo, RemixTo, AnorTo, and Encrypt 2 K L adz2NB a KSO1l R2y
LQ@S 0SSy aiGdzReéAy3d i K A-Ryouwrhavdlo ktypeddch df S @ Ly
0KS&aS 2LJiA2ya 2dzi>s @2dzNESE Fo ¢ KSNBEQa dza

| had talked in the beginning about Typgymserv® Well, Typenymservsare the

main recipient of these directives. You would string together a mix network chain of
directives, encrypted to different nodes, and that would be your reply block. When
someone emails yourym, the nymserwvould basically execute your reply block,
sending the message off through each of the steps, ultimately coming out to either
your real email address, or a Usenet group like AAM.

2 SONBF auAftft aSSAy3da (KSasS vYSaaymds8ws L12adSR
operating. One iZax of course, the other iparanoici Paranoicis run by a group of

Italian Hackers in Milan, they also rAatistici Inventati¢ which you can think of as
an ltalian version oRiseUp
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Nymserv Recipients
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7

{22 Ay O02yOfdzarzy gKIG NB (KeymsrvefSaiSR
messages, where thieeylDis the ultimatenym2 ¢ y' S NJp L Fkeyi R K ONBE K&
another layer of symmetric encryptiolRIA Ry Qi ONJ O @ 2 KSy &2dz
nymservemessages, you know all the passwords, peel them off one by one, and

then finally use your private key.

This is all the recipients with ¥bessages. Pretty top heavy towards just a fgims
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Correlation

So Communication Graphs and brute forcing is really just the first, quarter, | would
say, of the analysis | did on AAMmAjority of my time was spent doing Correlation.
9gSYy AT L R2y QU (y2¢ 66Kz | YSaal3aS Aa

02
AGQa (2 GKS &alyYyS LISNER2Y a Fy20KSNJ YSaal
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And why is thatvaluable? St t = f SiQa 32 oF O]l G2 GKAA &
has even received a message in a shared mailbox. But if | can correlate one message
with another,

66



Then | can start determining that some unknown person _has_ received a message.
And oncd know these two message are related, well | can pay attention to the
timestamp and the length. This goes even further,
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When
How much

because people tend to respond to messages they receive. And since | know If

someone has _sent_ a message, it might be that they are replying to a message they

just received.

{2

f St Qa

Qb fq

t

2 0

l 6 2 dzi

O2NNBft I A2y >
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Subjects

* Plaintext Subject Correlation
— Try Again Please (22K, 12/03 — 5/07)
— The door to the past is closed (19K, 12/06 — 5/08)
— This isn't me (18K, 11/03 — 4/06)

* 535,000 messages!!!

{2 FANRG 2FFI AGQa 200A2dza (GKF{d @&2dz OFy

subject. But there are a lot of messages like these! Nearly half of all the messages
posted to AAM!

They tend to be older, and have tapered off more recently. Which makes sense.
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Hexadecimal Subjects

6d8a7b9ad071c6022f229640340f9553
€ac3905996c03b3ec74d399fc2667de2
eb398c3a8226¢77e561a05a31145d480
20ae13109e79cca81f635cdaa77eel19
€7620915083b8aefa8780bda998eaa20

esubs / esubbfs hsubs
“Encrypted Subject” “Hashed Subject”

IDEA-Encrypt ,.ora(Subject) SHA256(Random || Password)

O

AT @2dz2Q@S t221SR I { isthe momiHéxadecindaR dzQ @ S
2Sodtaoed ¢ K2a f221 N}XYyR2YO® [ SG§Qa 02 N.

(0p))

Ly
a dz

So there are two algorithms to generate these subje&subsor Encrypted

Subjects, antHsubs or Hashed Subjects. And the point of these is to quickly identify

which messages are for you, and which you should ignore. This saves you an
SELISYyaArAdS Lot AO 1S& 2LISNIGAZ2Y D b2é LISN.
LINPOFofe& Odzi GKAA adSL) 2dzix odzi y2ySiKSTE

Soesubshave two secretg a subject, and a passwordtHsubshave a single secret, a

LI 3462 NRO® LF &2dz gl yd (2 o0 NYzi SobfuNOS (K
forcetheesubsc YR L N}y 2dzi 27F {dsobSnistbemetvgr, & 2 dzQR
0dzi | Ol dzhstbse A G Qa GKS
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Hsubswere created by axactually, andas his services are used more and more, they

make up an increasing percentage of the subjects.

Now, hsubshave a random piece in them that you can think of as an Initialization
Vector, or as a salt. While | could try to sHa®n these into the existing SHA256

LI 3ag2NR ONJ) O]l SNA 2dzi § K BsNBwill trainga@fhe 6 S NB I

output to match the length oésubs So I had to write my own GPU cracker, again.

71



Hsubs

* ~3,500 Cracked * DANGER_WILL_ROBINSON
— 17/53 messages to Key 1
— 3/93 messages to Key 2
— 3 Messages, no Key

— 1lnvalid CRC
* PGP Key AABBCCDD * ‘schmegma’
— ‘testicular’ -8 3

— ‘panties’

And | cracked abow8,500hsubs Better than the percentage of messages | brute
forced, but again, not a great percentage. But keep in mind these are passwords of
the most paranoid people on the Internet.

| found an interesting set of messages with titiIbDANGER WILL ROBINSON, which
was used by some, but of all, of the messages to a couple of partiGeyéds

| cracked all théasubsof another Key ID, with the two passwords testicular and
panties.

LT &2dz R2ysthinegmfkBE RRIWDG dzNDHFYy RAOGAZ2YI NEB

72



Esubs & Hsubs Used For Nyms

* Spectacularly easy to target a nym for Subject
cracking

[ES S|
£ 5608f1193e57d405e2a7600 x | [ f20139fb6477c0536201e00 x \
€« C' £ https://groups.google.com/forum/#!toy =
+You Search |Images Maps Play YouTube News Gmail Drive Calendar More -
Go« fSlC - Q, SIGN IN
Groups - (&) 6 of 99+ 4 > 20 ~ Q-

r'wTGquCFSbGZCU JIzOG Jl kBT1b7cR6+ur3AOYnk4 'ﬂ(lJZH+B \ZuS?BnmRt
2:ua Gw pKWTaBJonkS:IDqu Ho

25ua»Gwp}<1Ta8Jf2|kSc[0qu

Show trimmed content

So if HSUBs and ES@Bsused to let aymown identify their messages, can we do
AAYAL I NK [ i Bph. Well, @hatdve cawdoyf & (0 2
send a particularly large message to Bob, full of nonsense. And then we walit for a
large message to pop out into AANL | Ey@ndervis instantaneous, so this size

based correlation is easy. Typgymservsare not necessarily instantaneous, so

fAGGES Y2NB RAFFAOMZ G odzi AGQ
by keeping careful track of the size and maybe doing it a couple times.

a2YSGUKAY 3

iKSe QNB

And this works, easily and efficiently. And what we get is a specific message we know

is to a particulanym, that we can then target fansubcracking.
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More Correlation

Scientific Controls?
Well, kinda.

{2 LQY y2i R2ySo®

.dzii dzyt A1S SOSNRBGKAY3 LQOS LINBaSyadSR o6ST
probability-based attacks. That is, | come up with a hypothesis, that | can correlate
messages with a probability better than random if | look at property X. Whatever it is.
2S5tttz AT L R2y Q0 KIFI@S | O2yiNRf 2NJ GSad
NA IKGK 2Sff> L R2y QU KIFI@S O2yiNRfaod { 2
running it across the dataset, and then looking at the clusters of messages that come

out. And if I can figure out something _else_ that correlates them, | call it a success.

Like say If a message headerhasavalueagflX G KAy {1 GKFdQa | dzyAl
one person is sending those messages. So | run that analysis, and | get clusters of
messages encrypted to a single public key. Well, if there was no correlation, |

g2dzZ RYyQiG 3ISG adzOK yAOSte aS3aYSyadSR Llzf A
distribution of the all the public keys in the dataset. And even though I could have

found that cluster by just looking at the public key ¢dbis data implies that | could

use that trick, that hypothesis, to find clusters of data when there _is_ no other
distinguishing characteristic.

{2 GKIFIGQa K2g L GUNB FyR LINBaSNBS az2ySsS as
actually having controls.
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Message Headers
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1200000

Message Header Types

1000000

800000

600000

400000

200000

0 “hl“llnnnuu.. .............

There are a few headetbat are in nearly every message, but a long tail of headers

that in only a few.
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Usenet
Client Peer

T A

Exit Remailer Mail2news
gateway

But those mostlyuniquemessage headers are not necessarily the goldmine you

might think they are.

l' YR GKIGQa 06SOFdzaS KSIFRSNE OFy 0S | RRSR
mail2news gateway, or by the Usenet peer.
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Message Headers

- Headers injected by the Usernet Peer
- Headers injected by the mail2news gateway
- Headers injected by the exit remailer

Left With: Headers specified on the client

So to really go after the distinguishing headers, that is the headers addbeé by
clientc I have to subtract out the headers that were added by all the other parts of
the path.



Client Message Headers

User-Agent
X-Post-Type-ID
Author-Supplied-Address (sometimes)

Encrypt-Subject (this is user error)
X-No-Archive
* x-archive-no

And here are some great examples of headers spedifyeitie client.
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X-Post-Type-ID
X-Post-Encrypted
X-Post-Priority

These strangbeaders all formed a distinct clump of messages, with the unique
ddzo0 2SO0 42SSR 2Aft {I @S ¢KS tflySié¢o Ly
message headers can correlate messages.
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X-archive-no

XNo-Archivecil KA a YSIyas R2y Qi alr @S Ad Ay ! aSysS
usenetservers will obey.

LiQa |faz2 y20 GKSisamidspelirg gftha ieddera ADdBeteysd ¢
2yS LISNAR2YE Fd €SIFLad LQY OftlFAYAy3 2yS LIS
completely distinguishes their messages. All 17,300 of them.

~17,300 messages with this header
Evern2 yS 2 7F G KSYfodorumsxdzo 2S00 2F W
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X-no-archive

So this is what you want, right?

No. Capitalization matters, and this is not the correct capitalization.

2 Kl GQa AYUSNBadGAy3dI lo2dzi GKA& 2yhfeadda GKI
on AAM, composing nearly 28,000 messages. Now initially, | thought each of these

threads was relatively independent from each otlgdsut after finding this bit of
informationcL QY & d0F NIAy3 G2 aSNAR2dzateée R2dzo i 0KI
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X-no-archive

CKAA 2yS AayQd NARIKG SAGKSNID

1500messages posted with this header 5
LyOf dzRAYy3 GSad YSaal3aSa LIaidSR
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X-No-Archive

This is the correct version, and abdi5,000 messages had it, or a little more than
10%. Which makes it distinguishing in and of itself.
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Encrypt-Subject

Encrypt-Key: deceptionisanart

Encrypt-Subject:
theartofdeception

Subject: message for chrome
Date: Thu, 3 Jun 2004 03:40:32

lets see if this works also :-/

Encrypt-Key: deceptionisanart

Encrypt-Subject:
theartofdeception

Subject: message for chrome
Date: Thu, 3 Jun 2004 02:52:27

lets see if this goes :-/

Encrypt-Key: deceptionisanart

Encrypt-Subject:
theartofdeception

Subject: message for chrome
Date: Thu, 3 Jun 2004 03:40:32

lets see if this works also :-/

Encrypt-Key: deceptionisanart

Encrypt-Subject:
theartofdeception

Subject: message for chrome
Date: Thu, 3 Jun 2004 02:52:27

lets see if this goes :-/

Date: 7 Jun 2004 14:08:43 -0000
Subject: message for chrome

————— BEGIN PGP MESSAGE-----
Version: 2.6.2

pgAABAWtU+e9qeX580yVtesj/Tax
oKYVUhVIrFF88QSFDVSD+Rxhmv0
+0dcfaS2Ua

So how about Encrygubject?

SoEncryptSubject is an directive for Type | remailers that should be processed by the
remailercA G aK2dzZ R ySOSNI YIS AdQa gle& Ayaz |
YSaaAy3d GKAyYy3Ia dzLio l'YR L OFyQd oflYS (K
Over 10000nessages like this. And when you reuse the subject, like these, you make
messages without Encry3ubject stand out
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Encrypt-Subject
Encrypt-Subject: ews4sRo+x m

Subject: ieoyue 10/23/2005 22:23 dizum.com 6cbfd...
Date: Mon, 1 Nov 2004 23:00:05 10/23/2005 23:14 bananasplit.info  28ebc...
10/23/2005 23:35 dizum.com 934be...
10/24/2005 0:28 nym.alias.net dec9s...
'''' BEGIN PGP MESSAGE----- 10/27/2005 22:37 bananasplit.info  cfbla...
Version: PGP 8.1 10/27/2005 23:03 dizum.com 038ab...

10/31/2005 1:21 bananasplit.info  372da...

11/7/20050:22 dizum.com 94498...
hQCMAzmY2659NYGJAQP+LAcllyk94

3R/1QZTDk8wKjdxTOllLmydOZZoJNK
DIxVm... 11/13/2005 22:50 dizum.com 99935...

11/13/2005 23:11 bananasplit.info  0621d...
11/14/2005 1:23 nym.alias.net 1b1do9...

11/7/2005 1:34 bananasplit.info  46a10...

hNJ S@SYy ¢2NESS YSaa dzJ 2y OS> FyR (KSy TA

| can identify 52submessages thawere otherwise securbecause of
subject/password reuse
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Encrypt-Key

Subject: Rock the boat, don't rock the boat Subject: b57e08b602dc8f8db1l1ca3fadad572...
baby Date: Sun, 3 Feb 2008 11:16:44 +0000 (GMT)
Encrypt-Key: quick

Date: Mon, 31 May 2004 18:50:25 +0000 (UTC)

Remail-To: remailer@dizum.com
SINGLES BAR NEAR 1130 PEACHTREEPICKUP | [atent-Time: +0:00

LINES Encrypt-Key: OTsEe5UcB5j001IBQZ3uQtGB
Go then and ask for D.M.N. they'll know what
Yyou mean
* ok o
Encrypted: PGP
Mailed 11:30

-----BEGIN PGP MESSAGE-----

A . hQEOAXuLTZeyV.....
This part is supposed to be encrypted. If you

cracked this you wasted your CPU time. Just
a test post.

' YR (KSYy { KeyNEOher g hEit KIg@ dzf R Yy SOSNJ YI 1S A
Usenet, but does because Type | remailers are so hard to use.

There are ovell 0,000 of them.
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Newsgroups

10000000 -
1000000
100000

10000

1000

100

10

[ SGQa 221 G | y2iKSistn&lisdlifRsSyddpcan possas & I N2 dzLJ
YSaalr3asS G2 Y2NB GKIFy 2yS ySgaaNRdzLlo . dzi
and that segments you.
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comcast2:alt.anonymous.messages

Like this newsgroup. There are 34 messages posted with this newsgralifhan
you so mucltcomcastfor making your users extremely distinguishable.

34 messages

every one of them:
subject: mlwO0Ilj2b9HBP7EURCNOPdCvyyatVk8i Adaahirs:
uniquehsig 8, 40
40 UserAgent:Xnew£03.04.11
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alt.anonymous.messages,,,,

Well what about this value. AAM withcommas at the end.

| thought this was a correlation attackbut after tracking it down, it was actually

caused by 6 dz3 AY WNBYIl Af SNIMGBNAH®Ddz] Q F2NI I 4SS
Random trivia | pulled out of this dataset.

1/21-1/29 2006
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alt.anonymous.messages,alt.anonymous.messages

How about this one, with duplicated newsgroups. These \serd through a large
variety of remailers and have no obvious correlation besides this value, and that they
haveenglishsubjects.

So the English subjects was t@ntrol | used to confirm that using a unique
newsgroup is a bad idea.

Lot of

-ATTN TBoy

- PariseiWasser

- Fresh fish from China

All of these have these two newsgroups, sent through many different remailers:
- melontraffickersfrell, cypherpunks.todizum rebleep tatooine, paranoicj firenze
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Remailer & Newsgateway

7743 reece.net.au

7277 news.mixmin.net
7175 reece.net.au

8806 mixmaster.it
7089 news.mixmin.net
8696 reece.net.au

7085 fleegle.mixmin.net
8544 fleegle.mixmin.net
8464 reece.net.au

8272 www.ecn.org
8166 reece.net.au

8064 news.mixmin.net

reece.net.au
mixmin.net
reece.net.au
news_bananasplit.info
mixmin.net

reece.net.au

Re
Re
Re
Re
Re
Re

So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet

mixmin.net Re: So much for freedom of the Internet
mixmin.net Re: So much for freedom of the Internet
reece.net.au Re: So much for freedom of the Internet

dizum.com
reece.net.au

mixmin.net

Re
Re
Re

So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet

Humans are creatures of habit, and as flaky as remailers have been, a lot of people
find a configuration that works for them, and then they stick with it. Well, if |

partition people by the remailer and theewsgatewaythey usec (i K I G Q&
colored squares arewhatg | a

adzZRRSy

w

e

YI1Sa A

with or supporting themselves.

LINBOA 2dzaf &

OSNE S| ae

by

l.fl

N .
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Remailer & Newsgateway

7743 reece.net.au

7277 news.mixmin.net
7175 reece.net.au

8806 mixmaster.it
7089 news.mixmin.net
8696 reece.net.au

7085 fleegle.mixmin.net
8544 fleegle. mixmin.net
8464 reece.net.au
8272 www.ecn.org
8166 reece.net.au

8064 news.mixmin.net

reece.net.au
mixmin.net
reece.net.au
news_bananasplit.info
mixmin.net
reece.net.au
mixmin.net
mixmin.net
reece.net.au
dizum.com
reece.net.au

mixmin.net

R
R
R
Re
R
R
R
R
R
R
R
R

® ©® ®©

® ® ® ®» ®» ® ® ®

So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet
So much for freedom of the Internet

Bl 1345689101257

I 113456810263335505791

Il 11345689101257
Il 1235681457

I 1 134568102633355057 91

Bl 1345689101257

13514 27 38 57

I 13514273857

I 11345689101257
135892757

Il 11345689101257

Il 113456810263335505791

And if | add in the header signature atthe ik I K i X A (1 Q&

Qx
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2003-07-21 09:07:04 nym.alias.net soggy
2003-07-21 09:33:56 nym.alias.net soggy2
2004-12-10 14:08:47 nym.alias.net i4pPmlnona
2004-12-10 14:24:17 nym.alias.net i4pPm2nona
2006-11-23 17:51:48 nym.alias.net soggy2
2006-11-23 17:51:50 nym.alias.net SOEgY
'YR UKSY KSNBQa I NbBFfftée AYyuSNBauAy3a LI G

who have subjects with a 1 or 2 in them. Like soggy / soggy?2.

Well | looked at those, and found they were being posted together, really close
together. And then I realizeglone of the options in Type | remailers is to duplicate a
message for redundancy. Send the same message down two different remailer
chains, just in case one becomes unavailable. And while this gains you some measure
of availabilitycA 1 Q& Ff a2 RAAGAYIdZAEAKAY TP

You could target aym, like | described earlier, with a huge messggad if you see

two huge messages appear, you know that tfiad Yré€pdy block duplicates
YySaal3aSao [221 F2NJ I ff LlRraaAirofS RdzLX AO!I
messages to thatym¢S @Sy A F @ 2 dzQNB ligybard=diidrdck.da Tdzf R2.
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And a similapattern | saw was these. Look at each pair of messages with the slightly
different backgrounds. The second message comes alizomabout5-6 hours
later from the one that comes frompantarhei.

L R2y Qi 1Y26 o6KIG GKA& YSIyas oddi Al RAR

Subjecta 2 SSR gAfft al @S GKS LI I ySié
Also, messages frofmell were mixed in, with no obvious correlation to other
messages
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