
IŜƭƭƻΣ ŀƴŘ ²ŜƭŎƻƳŜΦ aȅ ƴŀƳŜ ƛǎ ¢ƻƳ wƛǘǘŜǊΣ ŀƴŘ L ǿƻǊƪ ŦƻǊ ƛ{9/ tŀǊǘƴŜǊǎΦ  LŦ ȅƻǳ ŘƻƴΩǘ 
know who Zax is, you will by the end of this talk. 
 
This talk is about an anonymity network that was started in the fledgling days of the 
Cypherpunk era ς the early 1990s.   
 
¢Ƙƛǎ ōƻƻƪ ƘŀŘƴΩǘ ŜǾŜƴ ŎƻƳŜ ƻǳǘ ȅŜǘ ς this is the second edition.  But this is the first 
edition, and it had come out, and the US had ruled you while you could export the 
ōƻƻƪ ƛǘǎŜƭŦΣ ȅƻǳ ŎƻǳƭŘƴΩǘ ŜȄǇƻǊǘ ǘƘŜ ŦƭƻǇǇȅ Řƛǎƪ ǿƛǘƘ ǘƘŜ ǎƻǳǊŎŜ ŎƻŘŜΦ 
The United States government was actively investigating Phil Zimmerman for violating 
the Arms Control Export Act, for making the first few versions of PGP available.   
Dan Bernstein and the toddler-aged EFF went on the offensive taking the US 
government to court and suing over the export controls on cryptography.   
Another group of people ultimately printed the source code for PGP, exported the 
book to Europe, scanned it in, and OCR-ed it in 1997 releasing a version of PGP that 
bypassed export controls 
 
Alt.Anonymous.Messages was forged in the heyday of the cypherpunks, and really, 
overall, has changed very little in the intervening decade since it was last shaped in 
any major way.   
 
And in that decade, what we have seen is a monumental focus of the nations spy  
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agencies on not what was thought to be the most critical piece of information to 
encrypt ς ǘƘŜ ŎƻƴǘŜƴǘ ƛǘǎŜƭŦΦ  .ǳǘ ƛƴǎǘŜŀŘΧΦ  
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¢ƘŜ ǇŜƻǇƭŜ ǿƘƻ ƪƴƻǿ ǿƻƴΩǘ ǘŀƭƪΣ ŀƴŘ ǘƘŜ ǇŜƻǇƭŜ ǿƘƻ ǘŀƭƪ ŘƻƴΩǘ ƪƴƻǿΦ   .ǳǘ ǘƘŜ 
leaked court orders require Verizon to turn over call records local and abroad.  Now, 
LΩƳ ǘŀƭƪƛƴƎ ƘŜǊŜΣ ǎƻ L ŘƻƴΩǘ ƪƴƻǿ ŀƴȅǘƘƛƴƎ ŀƴŘ ŀƳ Ƨǳǎǘ ǎǇŜŎǳƭŀǘƛƴƎ ς but the most 
straightforward thing to do with this data is to build communication graphs.  Analyze 
the metadata, looking for patterns.  Identify people of interest, and figure out who 
they talk to. 
 
The metadata around an encrypted channel tells volumes. 
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SSL, is the most widely used encrypted channel on the internet today.  And even 
ƛƎƴƻǊƛƴƎ ǘƘŜ ƴǳƳŜǊƻǳǎ ŀǘǘŀŎƪǎ ǿŜΩǾŜ ǎŜŜƴ ƻƴ ƛǘ ƛƴ ǘƘŜ Ǉŀǎǘ ŦŜǿ ȅŜŀǊǎΣ ŀƴŘ ŜǾŜƴ 
ignoring how it breaks just about every cryptographic best practice there is ς there is 
a wealth of information you can learn from observing an SSL session.  There are 
protocol level leaks ς {{[ ǎŀȅǎ ŀ ƭƻǘ ŀōƻǳǘ ǿƘŀǘ ǘȅǇŜ ƻŦ ŎƭƛŜƴǘ ȅƻǳΩǊŜ ǳǎƛƴƎΣ ŀƴŘ ƛǘΩǎ 
version.  It also includes what you think the local time is. 
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.ǳǘ ŦǊƻƳ ŀƴ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŜƻǊŜǘƛŎ ǇŜǊǎǇŜŎǘƛǾŜΣ ŀƴ ŀŘǾŜǊǎŀǊȅ Ŏŀƴ ǎŜŜ ǘƘŀǘ ȅƻǳΩǊŜ 
sending packets, and communicating.  That seems obvious, of course they can ς but 
ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ōŜŀǊ ƛƴ ƳƛƴŘ ŦƻǊ ǘƘŜ ŦǳǘǳǊŜΦ  LŘŜŀƭƭȅΣ ƻǳǊ ŀŘǾŜǊǎŀǊȅ ǿƻǳƭŘƴΩǘ ŜǾŜƴ 
ƪƴƻǿ ƛŦ ǿŜΩǊŜ ŎƻƳƳǳƴƛŎŀǘƛƴƎΦ   
 
Secondly, SSL makes ƴƻ ŀǘǘŜƳǇǘ ŀǘ ƘƛŘƛƴƎ ǿƘƻ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ ǘƻΦ  {ƻ ǘƘŜ ŦŀŎǘ ǘƘŀǘ 
ȅƻǳΩǊŜ ƻƴ CŀŎŜōƻƻƪ ƛǎ ǎǘǊŀƛƎƘǘŦƻǊǿŀǊŘΦ   
 
!ƴŘ ǎƛƳƛƭŀǊƭȅΣ ǘƘŜ ŀŘǾŜǊǎŀǊȅ ƪƴƻǿǎ ǿƘŜƴ ȅƻǳΩǊŜ ƻƴ CŀŎŜōƻƻƪΦ  !ƴŘ ǿƘŜƴ ȅƻǳ ŀǊŜ 
sending data and when you are receiving data.  The resolution on this goes down 
literally to the microsecond. 
 
So they know exactly when, and they also know exactly how much data you receive.  
{{[ ŘƻŜǎƴΩǘ ƘŀǾŜ ŀƴȅ ǊŜŀƭ ǇŀŘŘƛƴƎΣ ŀƴŘ L ŘƻƴΩǘ ƪƴƻǿ ƻŦ ŀƴȅ ǿŜōǎƛǘŜ ǘƘŀǘ ŀŘŘǎ ǾŀǊƛŀōƭŜ 
padding to frustrate length analysis.  
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{ƻ ƭŜǘΩǎ ǘŀƭƪ ŀōƻǳǘ ¢ƻǊΦ  ¢ƻǊ ƛǎ ŀƴ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ hƴƛƻƴ wƻǳǘƛƴƎΣ ǿƘŜǊŜ ȅƻǳ Ǉŀǎǎ 
messages along a chain, each node peeling off a layer of encryption, until an exit 
node talks to the intended destination.  The ŘŜǎǘƛƴŀǘƛƻƴ ǊŜǎǇƻƴŘǎΣ ŀƴŘ ƛǘΩǎ ǊƻǳǘŜŘ 
back. 
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Onion Routing specifically aims to disguise Who is talking.   An adversary observing 
ȅƻǳ ŎŀƴΩǘ ǎŜŜ ǘƘŀǘ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ ǘƻ ŀ ǿŜōǎƛǘŜ όƻǊ ŀ ǎŜǊǾƛŎŜύΣ ŀƴŘ ŀƴ ŀŘǾŜǊǎŀǊȅ 
ƻōǎŜǊǾƛƴƎ ǘƘŀǘ ǿŜōǎƛǘŜ ƻǊ ǎŜǊǾƛŎŜ ŎŀƴΩǘ ǎŜŜ ǿƘƻ ƛǎ ǘŀƭƪƛƴƎ ǘƻ ǘƘŀǘ ǿŜōǎƛǘŜΦ 
 
.ǳǘ ƛǘ ŘƻŜǎƴΩǘ ǎǘƻǇ ŀƴ ŀŘǾŜǊǎŀǊȅ ŦǊƻƳ ƪƴƻǿƛƴƎ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ ǘƻ ǎƻƳŜƻƴŜΣ ƪƴƻǿƛƴƎ 
ǿƘŜƴ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎΣ ŀƴŘ Ƙƻǿ ƳǳŎƘ ȅƻǳΩǊŜ ǎŀȅƛƴƎΦ   
 
¢ƻǊ ŘƻŜǎƴΩǘ ǊŜŀƭƭȅ Řƻ padding what little it does is not intended to be a security 
feature.  Tor explicitly leaves _out_ link padding. 
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And if you stayed through wǳƴŀΩǎ talk, you know that Tor cannot protect you if the 
adversary can see the entire path of the circuit.   
 
[ŜǘΩǎ ǎŀȅ ƘȅǇƻǘƘŜǘƛŎŀƭƭȅΣ bŜǿ ½ŜŀƭŀƴŘΣ Australia, the US, Canada, and the UK were to, 
say, conspire secretly on some sort of spy program.   
 
Well if your circuit went through those countries ς ¢ƻǊ ŎŀƴΩǘ ƘŜƭǇ ȅƻǳΦ  ¢ƘŜ ŀŘǾŜǊǎŀǊȅ 
Ŏŀƴ ǘǊŀŎƪ ȅƻǳǊ ǘǊŀŦŦƛŎΣ ŀƴŘ ŦƛƴŘ ƻǳǘ ǿƘƻ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ ǘƻΦ  LΩƳ ƴƻǘ ǎŀȅƛƴƎ ǘƘƛǎ ƛǎ ŀŎǘƛǾŜƭȅ 
ƘŀǇǇŜƴƛƴƎΣ LΩƳ ǎŀȅƛƴƎ ǿŜΩǾŜ ǇǊƻǾŜŘ ƛƴ ǇŀǇŜǊǎ ǘƘŀǘ ƛǘΩǎ ǇƻǎǎƛōƭŜΣ ŀƴŘ ƛǘΩǎ ƻǳǘǎƛŘŜ ¢ƻǊΩǎ 
threat model. 
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And a slightly more difficult version of that attack is if the adversary can see you, and 
then ǎŜŜ ǘƘŜ ƭŀǎǘ ƭŜƎ ƻŦ ǘƘŜ ǇŀǘƘ ƭŀǘŜǊ ƻƴΣ ƭƛƪŜ ǎŀȅΣ ȅƻǳΩǊŜ ƛƴ /Ƙƛƴŀ ǾƛǎƛǘƛƴƎ ŀ /ƘƛƴŜǎŜ 
website.  Well, they can do a similar attack, and track you down.  It requires a little bit 
ƳƻǊŜ ƳŀǘƘΣ ōǳǘ ŀƎŀƛƴΣ ǿŜΩǾŜ ǇǊƻǾŜŘ ƛǘΩǎ ǇƻǎǎƛōƭŜΣ ŀƴŘ ƛǘΩǎ ƻǳǘǎƛŘŜ ¢ƻǊΩǎ ǘƘǊŜŀǘ ƳƻŘŜƭΦ   
 
And this is particularly concerning seeing as I, like most of you probably, are in the 
¦{ΧΦ !ƴŘ ǎƻ ƳǳŎƘ ƻŦ ǿƘŀǘ ǿŜ Řƻ ƻƴƭƛƴŜ ƛǎ ƘƻǎǘŜŘ ƛƴ ǘƘŜ ±ƛǊƎƛƴƛŀ ŘŀǘŀŎŜƴǘŜǊ ƻŦ 9/нΦ 
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{ƻ ƛŦ ŜƛǘƘŜǊ ƻŦ ǘƘƻǎŜ ǘǿƻ ŎŀǎŜǎ ŀǇǇƭȅΣ ǿŜΩǊŜ ōŀǎƛŎŀƭƭȅ ōŀŎƪ ŀǘ {{[Σ ōŜŎŀǳǎŜ ǘƘŜ 
ŀŘǾŜǊǎŀǊȅ Ŏŀƴ ǘŜƭƭ ǿƘƻ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ ǘƻΦ 
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!ƴŘ ŀǘ ǘƘƛǎ ǇƻƛƴǘΣ L ǘƘƛƴƪ ƛǘΩǎ ǿƻǊǘƘǿƘƛƭŜ ǘƻ ǎƘƻǿ ŀ ŎƻǳǇƭŜ ƻŦ ŀǘǘŀŎƪǎ ƻƴ ƳŜǘŀŘŀǘŀΦ 
IOActive built a proof of concept traffic analysis tool, that looks at your SSL session 
with Google, and figures out what part of google ƳŀǇǎ ȅƻǳΩǊŜ ƭƻƻƪƛƴƎ ŀǘ ς all based 
ƻŦŦ ǘƘŜ ǎƛȊŜǎ ƻŦ ǘƘŜ ǘƛƭŜǎ ȅƻǳΩǊŜ ŘƻǿƴƭƻŀŘƛƴƎ ƻǾŜǊ {{[Φ   
 
LǘΩǎ ǿƻǊǘƘǿƘƛƭŜ ǘƻ ƴƻǘŜ ǘƘƛǎ ƛǎ ŀƴ ŀǘǘŀŎƪ ƻƴ ŀ ŎƭƛŜƴǘΣ ƻƴ ǎƻƳŜƻƴŜ ōǊƻǿǎƛƴƎ google 
maps at that moment.  I want to show an alternate example. 
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¸ƻǳΩǊŜ ǎƛǘǘƛƴƎ ƻƴ facebook, with facebook chat enabled ς all over SSL.  Heck, all over 
Tor.   
 
Well Facebook chat acts as a _server_ - you are able to receive messages from 
people, and they will be pushed down to you.  The *attacker*, not you, determines 
ǿƘŜƴ ȅƻǳ ǿƛƭƭ ǊŜŎŜƛǾŜ ŀ ƳŜǎǎŀƎŜΦ  ¢ƘŀǘΩǎ ŀ ǇǊŜǘǘȅ ǇƻǿŜǊŦǳƭ ŎŀǇŀōƛƭƛǘȅΣ ŀƴŘ ƛǘ Ŏŀƴ ƭŜŀŘ 
to time-based correlation attacks.  An adversary sends you a message, and then looks 
at all the people connected to Facebook, or Tor, and sees who recieves a message 
right after that. 
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And even easier, because Facebook chats tend to be small ς it can lead to size-based 
correlation attacks.  Now not only do I send you a Facebook chat, but I send you a 
HUGE Facebook chat.  With only a couple of trials you can be pretty confident that 
ǘƘŜ ǳǎŜǊ ǿƘƻǎŜ ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ȅƻǳΩǊŜ ƳƻƴƛǘƻǊƛƴƎ ƛǎ ǘƘŜ ǎŀƳŜ ŀƴƻƴȅƳƻǳǎ {ȅǊƛŀƴ 
ŘƛǎǎƛŘŜƴǘ ȅƻǳΩǊŜ ƳŜǎǎŀƎƛƴƎ ƻƴ CŀŎŜōƻƻƪΦ 
 
!ƴŘ ƛǘΩǎ ƛƴǘŜǊŜǎǘƛƴƎ ǘƻ ƴƻǘŜ ǘƘŀǘ ŀ ǾŜǊȅ ǎƛƳƛƭŀǊ ŀǘǘŀŎƪ ǿŀǎ ǳǎŜŘ ǘƻ ŘŜ-anonymize 
Jeremy Hammond, who is currently awaiting trial for allegedly dumping {ǘǊŀǘŦƻǊΩǎ 
mailspools.  The police staked out his home, watched him enter, saw some Tor traffic, 
and whoop ς the username they thought was him, popped onto IRC.  Classic traffic 
ŎƻƴŦƛǊƳŀǘƛƻƴ ŀǘǘŀŎƪΦ  !ƴŘ LΩǾŜ ƎƻǘǘŜƴ ǎƻƳŜ ŎƻƳƳŜƴǘǎ ǘƘŜȅ ŀƭǎƻ Ŏǳǘ Ƙƛǎ LƴǘŜǊƴŜǘ 
ŎƻƴƴŜŎǘƛƻƴΣ ŀƴŘ ǿŀǘŎƘŜŘ ƘƛƳ ŘǊƻǇ ƻŦŦ Lw/Σ ōǳǘ L ƘŀǾŜƴΩǘ ǎŜŜƴ ǘƘŜ ǇƻƭƛŎŜ ƭƻƎǎ ŦǊƻƳ 
that side of things ς ƛŦ ǘƘŀǘ ƛǎ ǘǊǳŜΣ ǘƘŀǘΩǎ ŀƴƻǘƘŜǊ ǘȅǇŜ ƻŦ ǘǊŀŦŦƛŎ ŎƻƴŦƛǊƳŀǘƛƻƴ ŀǘǘŀŎƪ 
on a low latency connection. 
 
http://arstechnica.com/tech-policy/2012/03/stakeout-how-the-fbi-tracked-and-
busted-a-chicago-anon/ 
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Now the good news is that even if the adversary can see the start and end nodes, or 
ŜǾŜƴ ǘƘŜ ŜƴǘƛǊŜ ǇŀǘƘΣ ǘƘŜǊŜ ƛǎ ŀ ǿŀȅ ǘƻ ŘƛǎƎǳƛǎŜ ǿƘƻ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ ǘƻΦ  !ƴŘ ǘƘŀǘΩǎ aƛȄ 
Networks.  Mix Networks introduce a delay, while they collect messages into a pool, 
ŀƴŘ ǘƘŜƴ ŦƛǊŜ ǘƘŜƳ ŀƭƭ ƻǳǘΦ  /ƻƭƭŜŎǘƛƴƎ ǘƘŜ ƳŜǎǎŀƎŜǎ ǇǊŜǾŜƴǘǎ ŀƴ ŀŘǾŜǊǎŀǊȅ ǿƘƻΩǎ 
observing the mix from knowing what message went where.  It introduces 
uncertainty.   
 
Mix Networks are a super important part of anonymous communication, that I want 
to encourage the growth of, so I want to take a quick minute to demonstrate it to 
you, live on stage. 
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!ƭǊƛƎƘǘΣ ǎƻ aƛȄ bŜǘǿƻǊƪǎ ŘŜƳƻƴǎǘǊŀǘŜŘΣ ǿŜΩǾŜ ƎŀƛƴŜŘ ōŀŎƪ ŀ ŎŜǊǘŀƛƴ ŀƳƻǳƴǘ ƻŦ 
ǇǊƻǘŜŎǘƛƻƴ ŀƎŀƛƴǎǘ ŦƛƎǳǊƛƴƎ ƻǳǘ ǿƘƻ ƛǘ ƛǎ LΩƳ ŎƻƳƳǳƴƛŎŀǘƛƴƎ ǿƛǘƘΦ Given enough time, 
or a low enough traffic volume, an adversary can perform the same types of attacks I 
described against Tor ς but it takes a lot more observation.  And the easiest thing to 
learn, that takes no time or analysis, ƛǎ ǘƘŜ ŦŀŎǘ ǘƘŀǘ LΩƳ ŎƻƳƳǳƴƛŎŀǘƛƴƎΣ ǿƘŜƴ L ǎŜƴŘ 
a message, and how large it is ς that is still apparent to someone observing my 
network connection. 
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Enter Shared Mailboxes, and Alt.Anonymous.Messages.  A shared Mailbox is what is 
sounds like.  Imagine an email account where everyone in the room has the 
username and password ς ōǳǘ ƛǘΩǎ ǊŜŀŘ ƻƴƭȅ ŀŎŎŜǎǎ ς ȅƻǳ ŎŀƴΩǘ ŘŜƭŜǘŜ ƳŜǎǎŀƎŜǎΣ ƻǊ 
even send them from this mailbox.  
 
All of the messages are encrypted, so what you do, as one of the people with access 
to this inbox, is download all the messages, and try and decrypt each message with 
your private key. 
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And a couple of those messages happen to ōŜ ŦƻǊ ȅƻǳΦ  ¢ƘŜ ǊŜǎǘΣ ȅƻǳ ŎŀƴΩǘ ŘŜŎǊȅǇǘΣ ǎƻ 
they must not be.   
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²ŜƭƭΣ ǎƻƳŜƻƴŜ ǿŀǘŎƘƛƴƎ ǘƘƛǎ ŜƴŎǊȅǇǘŜŘ ŎƻƴƴŜŎǘƛƻƴ Ŏŀƴ ǘŜƭƭ ǘƘŀǘ ȅƻǳΩǊŜ ŀŎŎŜǎǎƛƴƎ ǘƘŜ 
shared mailbox, and downloading all of the messages ς ǘƘŀǘΩǎ ŎŜǊǘŀƛƴΦ  .ǳǘ ǘƘŜȅ ŘƻƴΩǘ 
ŀŎǘǳŀƭƭȅ ƪƴƻǿ ƛŦ ȅƻǳΩǾŜ ǊŜŎŜƛǾŜŘ ƳŜǎǎŀƎŜǎ ς they only know that you downloaded all 
of the messages, not if you could decrypt any of them. 
 
!ƴŘ ōŜŎŀǳǎŜ ƻŦ ǘƘŀǘΣ ǘƘŜȅ ŘƻƴΩǘ ƪƴƻǿ ǿƘŜƴ ȅƻǳΩǾŜ ǊŜŎŜƛǾŜŘ ŀ ƳŜǎǎŀƎŜΣ ǿƘƻ ƛǘ ǿŀǎ 
ŦǊƻƳΣ ƻǊ Ƙƻǿ ƭŀǊƎŜ ƛǘ ǿŀǎΦ  !ƭƭ ǘƘŜȅ ƪƴƻǿ ƛŦ ǘƘŀǘ ȅƻǳΩǊŜ ŎƘŜŎƪƛƴƎ ǘƘŜ ƳŀƛƭōƻȄΦ 
 
At the cost of a lot of bandwidth, receiving messages via a Shared Mailbox provides 
an awful lot of security comparatively! 
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Now, shared mailboxes are an awesome anonymity tool, but the difference between 
ŀƴ ŀǿŜǎƻƳŜ ŀƴƻƴȅƳƛǘȅ ǘƻƻƭ ŀƴŘ ŀƴ ŀƴƻƴȅƳƛǘȅ ǘƻƻƭ ǘƘŀǘΩǎ ŀŎǘǳŀƭƭȅ ǳǎŜŘ ƛǎ ǘƘŜ ŀƴǎǿŜǊ 
ǘƻ ǘƘŜ ǉǳŜǎǘƛƻƴΥ ά/ŀƴ L ƛƴǘŜǊŀŎǘ ǿƛǘƘ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ǿƻǊƭŘΚέ  ¢ƻǊΣ ǿƛƭŘƭȅ ǎǳŎŎŜǎǎŦǳƭ 
ŎƻƳǇŀǊŜŘ ǘƻ ƻǘƘŜǊ ǎȅǎǘŜƳǎΣ ōŜŎŀǳǎŜ ȅƻǳ Ŏŀƴ ōǊƻǿǎŜ ǘƘŜ ŀŎǘǳŀƭ ƛƴǘŜǊƴŜǘ ǿƛǘƘ ƛǘΦ  LǘΩǎ 
not a closed system where you only interact with hidden services. 
 
So for a shared mailbox to actually be used, it needs to interact with normal email.  
¢ƘŀǘΩǎ ǿƘŜǊŜ nymservs come in.  The simplest nymserv, the newest and easiest to 
use, receives a message at a domain name, and post it immediately to 
alt.anonymous.messages.  This is a nymserv written by ZaxΣ ŀƴŘ ƛǘΩǎ ƻƴ github. 
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The much more complicated Type I or ghio nymservs can forward the mail to another 
email address, directly to alt.anonymous.messages, or route it through a remailer 
ƴŜǘǿƻǊƪ ǘƻ ŜǾŜƴǘǳŀƭƭȅ ǿƛƴŘ ǳǇ ƻƴŜ ƻŦ ǘƘƻǎŜ ǘǿƻ ǇƭŀŎŜǎΦ  LΩƭƭ ǘŀƭƪ ƳƻǊŜ ŀōƻǳǘ ǘƘƛǎ 
nymserv later on. 
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So if we add in nymservs, Shared Mailboxes have awesome anonymity for the 
recipient.  When you send a message to a nym ǘƘŀǘ ǳǎŜǎ ŀ ǎƘŀǊŜŘ ƳŀƛƭōƻȄΣ ȅƻǳΩǊŜ 
ƛŘŜŀƭƭȅ ǳǎƛƴƎ ŀƴ hƴƛƻƴ wƻǳǘŜǊ ƻǊ ŀ aƛȄ bŜǘǿƻǊƪ όŀƭǘƘƻǳƎƘ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻύΣ ŀƴŘ 
thus have those security properties ς ŀƴ ŀŘǾŜǊǎŀǊȅ Ŏŀƴ ǎŜŜ ǘƘŀǘ ȅƻǳΩǊŜ ǎŜƴŘƛƴƎ ŀ 
message, when you sent it, and how large it was 
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{ƻΣ ƴƻǿ ǘƘŀǘ LΩǾŜ ǿŀƭƪŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ǎŜŎǳǊƛǘȅ ǇǊƻǇŜǊǘƛŜǎ ƻŦ ǘƘŜ ŘƛŦŦŜǊŜƴǘ ǘȅǇŜǎ ƻŦ 
ŀƴƻƴȅƳƛǘȅ ƴŜǘǿƻǊƪǎΣ ƭŜǘΩǎ ŀŎǘǳŀƭƭȅ ŘƛǾŜ ƛƴǘƻ !!aΦ  Lǘ ǎƘƻǳƭŘ ƘŀǾŜ ǊŜŀƭƭȅ ǎǘǊƻƴƎ 
security, afterall ƛǘΩǎ ǘƘŜ Ƴƻǎǘ ǘƘŜƻǊŜǘƛŎŀƭƭȅ ǎŜŎǳǊŜΦ   
 
LŦ ȅƻǳΩǾŜ ƴŜǾŜǊ ƭƻƻƪŜŘ ŀǘ ƛǘ ōŜŦƻǊŜΣ ǘƘƛǎ ƛǎ ǿƘŀǘ ƛǘ ƭƻƻƪǎ ƭƛƪŜ ƛƴ DƻƻƎƭŜ DǊƻǳǇǎΦ  ! 
bunch of hexadecimal subjects, posted by Anonymous or Nobody 
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And any individual message usually looks like a PGP Message that may or may not 
have a version string. 
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¢ƘŜǊŜΩǎ ŀōƻǳǘ мфл ƳŜǎǎŀƎŜǎ ǇƻǎǘŜŘ ǇŜǊ Řŀȅ ǘƘŜǎŜ ŘŀȅǎΣ ōǳǘ ǿƘŀǘΩǎ ƛƴǘŜǊŜǎǘƛƴƎ ƛǎ 
while the ŀǾŜǊŀƎŜ ŎŜǊǘŀƛƴƭȅ Ƙŀǎ ŘŜŎǊŜŀǎŜŘ ƻǾŜǊ ǘƘŜ ƭŀǎǘ ŘŜŎŀŘŜΣ ƛǘΩǎ ƘŜƭŘ ǎƻƳŜǿƘŀǘ 
steady in the last 5 years. 
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The dataset I worked off of was about 1.1 million messages from the last ten years.   
 
Now we can already see some shortcomings here.  Over half of the messages in my 
dataset go through nodes operated by two people.  The network diversity is horrible, 
and the network itself would be thrown into disarray if either one of these folks got 
subpoena-edΣ ǎƘǳǘ ŘƻǿƴΣ ƻǊ ǊŜǘƛǊŜŘΦ   .ǳǘΣ ƛǘΩǎ ŀŎǘǳŀƭƭȅ ƳǳŎƘ ǿƻǊǎŜ ǘƘŀƴ ǘƘƛǎ ǎƭƛŘŜΦ 
 
 
603,844 / 1,128,312 = 53.5% 
Dizum: 416579 
Zax: 192317 
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You see that 53.5% statistic was over the entire dataset.  Today, these two folks make 
up virtually all of AAM. 
 
 
That dip: 7,800 messages through Frell, which operates a remailer and a 
newsgateway 
 
Subject: España busca que el consejo resuelva problema de activos tóxicos 
No unique headers, identical PGP signaturas of Tag types 10,3,9 
 
I ŎƻǳƭŘƴΩǘ get much out of those messages, other than that someone sent out 7800 
messages in a group, over a short timespan, and then stopped.. 
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{ƻΣ ǿƛǘƘ ƴŜǘǿƻǊƪ ŘƛǾŜǊǎƛǘȅ ǇǊŜǘǘȅ ŎƭŜŀǊƭȅ ŀōƻƭƛǎƘŜŘΣ ƭŜǘΩǎ ǘŀƪŜ ŀ ƭƻƻƪ ŀǘ ǘƘŜ ŘŀǘŀΣ ŀƴŘ 
see what types of analysis we can do. 
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L ŘƻƴΩǘ ǘƘƛƴƪ L Ŏŀƴ ǎŀȅ ŀƴȅǘƘƛƴƎ ŀǎ ƛǊƻƴƛŎ ŀǎ ǘƘƛǎ ǉǳƻǘŜΣ ǿƘƛŎƘ L ǇǳƭƭŜŘ ŦǊƻƳ ƭƛǘŜǊŀƭƭȅΣ 
1994.   
 
Read it 
 
And here we are, just shy of 20 years later. 
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So the first thing to do is to break it up by PGP or Not-tDtΦ  !ƴŘ ȅƻǳ Ŏŀƴ ǎŜŜ ƛǘΩǎ 
overwhelmingly PGP messages. 
 
So, really quickly, what are the non-PGP messages? 
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Well, I was trying to come up with a nice way to say crackpots ς LΩƳ ƴƻǘ ǎǳǊŜ ƛŦ L 
succeeded. 
 
.ǳǘ ǘƘŜǊŜ ŀǊŜ ǎŜǾŜǊŀƭ ǇŜƻǇƭŜ ǿƘƻ ƘŀǾŜ ŀƴŘ ŎƻƴǘƛƴǳŜ ǘƻ Ǉƻǎǘ ƧǳǎǘΧ ǊŀƴŘƻƳΧ ǊŀƴǘǎΦ  
!ōƻǳǘΧ LΩƳ ƴƻǘ ǊŜŀƭƭȅ ǎǳǊŜΦ  !ƴŘ ǘƘŜǊŜ ŀǊŜ ŀŎǘǳŀƭƭȅ CǊŜǉǳŜƴǘƭȅ !ǎƪŜŘ vǳŜǎǘƛƻƴǎ ǘƘŀǘ 
have sprung up in response to the crackpots, because people were just getting flat 
out confused. 
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So, besides those there are some other non-PGP messages.  I think most interesting is 
ŀ ǎŜǘ ƻŦ ŀōƻǳǘ млY ƳŜǎǎŀƎŜǎ ǿƛǘƘ ǘƘŜ ǎǳōƧŜŎǘ Ψ{!¢!bL/ ht9w!¢LhbΩ Σ ƻǊ ht9w!¢Lhb 
{!¢!bL/Φ  ²ƘŀǘΩǎ ƛƴǘŜǊŜǎǘƛƴƎ ŀōƻǳǘ ǘƘŜǎŜ ƳŜǎǎŀƎŜǎ ƛǎ ǘƘŜȅΩǊŜ ŎƭŜŀǊƭȅ ŎƛǇƘŜǊǘŜȄǘΣ ōǳǘ 
alphabetic.  LŦ ȅƻǳ ƭƻƻƪ ŀǘ ŀ ǎƛƴƎƭŜ ƳŜǎǎŀƎŜΣ ȅƻǳ ŀƭƳƻǎǘ ǘƘƛƴƪ ƛǘΩǎ ŀ Ceaser Cipher, or a 
Vigenere, or a polyalphabetic.  But if you analyze the messages in whole, you discover 
a 16 letter alphabet with a perfectly even distribution.   
 
Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ L ǘƘƛƴƪ ƛǘΩǎ ŀ ǎǳōǎǘƛǘǳǘƛƻƴ ŎƛǇƘŜǊ ƛƴǘƻ IŜȄŀŘŜŎƛƳŀƭΦ  !ƴŘ ǘƘŜ ŜǾŜƴ 
ŘƛǎǘǊƛōǳǘƛƻƴ ƛƳǇƭƛŜǎ ƛǘΩǎ ŎƛǇƘŜǊǘŜȄǘ ƻŦ ǎƻƳŜ ǎƻǊǘΦ 
 
!ƴŘ ǘƘŜǊŜ ŀǊŜ ƻǘƘŜǊ ƳŜǎǎŀƎŜ ŎƭǳƳǇǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘƛǎΣ ǎƻ ƛŦ ȅƻǳΩǊŜ ƛƴǘƻ ǘƘƛǎ ǎƻǊǘ ƻŦ 
analysis, have at it! 
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So the next thing to look at is what percentage of messages were delivered to AAM 
via a nymserv or a remailer.   
 
These numbers are going to be a bit off, since some of the PGP or Remailed messages 
are actually to nyms, and some of the PGP messages may be through remailers I 
ŘƻƴΩǘ ƪƴƻǿ ŀōƻǳǘΦ  .ǳǘ ƛǘΩǎ ǎƻƳŜǘƘƛƴƎΦ  ²Ŝ Ŏŀƴ ǎŜŜ ǘƘŀǘ ŀ ƭŀǊƎŜ ǇƻǊǘƛƻƴ ŀǊŜ ƳŜǎǎŀƎŜǎ 
to nyms, which will be important when I eventually tell you how many nymservs are 
actually running. 
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All right, so those somewhat interesting statistics aside ς ƭŜǘΩǎ ǎǘŀǊǘ ŘƛǾƛƴƎ ƛƴǘƻ ŀƭƭ ƻŦ 
ǘƘƻǎŜ ƘǳƴŘǊŜŘǎ ƻŦ ǘƘƻǳǎŀƴŘǎ ƻŦ ŜƴŎǊȅǇǘŜŘ ƳŜǎǎŀƎŜǎΦ  {ƻ ƛŦ ȅƻǳ ŘƛŘƴΩǘ ƪƴƻǿΣ 
OpenPGP consists of packets, and each packet type does something slightly different.  
¢ƘŜǊŜΩǎ ŀ ǇŀŎƪŜǘ ǘȅǇŜ ŦƻǊ ŀ ƳŜǎǎŀƎŜ ŜƴŎǊȅǇǘŜŘ ǘƻ ŀ ǇǳōƭƛŎ ƪŜȅΣ ŀƴŘ ŀ ŘƛŦŦŜǊŜƴǘ ǇŀŎƪŜǘ 
type for a message encrypted to a passphrase. 
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So what are these packet types.  These graphs show the popularity of each of the 
different packet signatures, i.e. packet 1, followed by packet 9 
 
¢ƘŜ ǘƻǇ рΣ ǘƘŜ ƻƴŜǎ ƻƴ ǘƘŜ ōƻǘǘƻƳΣ ŀǊŜ ǘƘŜ ƻƴŜǎ ȅƻǳΩŘ ŜȄǇŜŎǘ ǘƻ ǎŜŜΦ   
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1 is messages encrypted to a public key.   
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3 is Messages encrypted to a passphrase.   
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The actual ciphertext of a message is 9 or 18 for old-style or new-style.  And I 
separated out the messages sent to a single public key vs. ones sent to multiple. 
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¢ƘŜǊŜ ŀǊŜ ǘǿƻ ǘƘŀǘ ŀǊŜ ǿŜƛǊŘΦ  ¢ƘŜǎŜ ŀǊŜ ǇŀŎƪŜǘ ǘȅǇŜǎ ȅƻǳΩŘ ŜȄǇŜŎǘ ǘƻ ǎŜŜ ŀŦǘŜǊ ȅƻǳ 
*decrypted* a message.  These are plaintext packets.  There are actually a small 
number of messages that look like OpenPGP data ς ǘƘŜȅΩǾŜ Ǝƻǘ ǘƘŜ .9DLb tDt 
a9{{!D9 ǘƛŎƪŜǊ ŀƴŘ ǘƘŜȅΩǊŜ ōŀǎŜспŜŘ ς ōǳǘ ǘƘŜȅΩǊŜ ŀŎǘǳŀƭƭȅ ǇƭŀƛƴǘŜȄǘΦ  Wǳǎǘ ƘƛŘƛƴƎ ƛƴ 
plain sight.   
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And if we look at packet type 8 ς this is what we get.  It really just is compressed 
ǇƭŀƛƴǘŜȄǘ ŘŀǘŀΦ  ¦ƴŦƻǊǘǳƴŀǘŜƭȅΣ ƛǘΩǎ ŀƭǎƻ ƴƻƴǎŜƴǎŜΦ  L ŘƻƴΩǘ ƪƴƻǿ ƛŦ ǘƘŜǊŜΩǎ ŀ ŎƻŘŜ ǘƘŜǊŜ 
ƻǊ ƴƻǘΣ ōǳǘ L ŘƛŘƴΩǘ ǎǇŜƴŘ ŀƴȅ ǘƛƳŜ ƻƴ ƛǘΣ L ŦƛƎǳǊŜŘ άLǊŀƴ ƻƴƎƻƛƴƎ ōƛȊŀǊǊŜ ǎŀōōŀǘƛŎŀƭέ 
probably came out of some makov ƎŜƴŜǊŀǘƻǊ ǎƻƳŜǿƘŜǊŜΦ  {ƻ L ƳƻǾŜŘ ƻƴ ǘƻΧ 
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¢ƘŜ ƳŜǎǎŀƎŜǎ ǘƘŀǘ ǿŜǊŜ ǎŜƴǘ ǘƻ ǇǳōƭƛŎ ƪŜȅǎΦ LǘΩǎ ǎǳǇŜǊ ƻōǾƛƻǳǎ ǘƻ Řƻ ŀƴŀƭȅǎƛǎ ōŀǎŜŘ 
on the public keys in the message.  I promise you the analysis gets more complex 
later.  But lets look at KeyIDs. 
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So obviously the KeyIDs are a pretty powerful segmenting tool.  So I wanted to 
illustrate a couple of examples where the KeyIDs tell us more. 
 
There was one KeyID that was messaged very reliably through a nymserv.  Except for 
2 messages sent through EasyNews.  If you track down the very unique easynews 
gateway + User Agent, we find that that person also messages another KeyID.  We 
can start making inferences across multiple types of metadata. 
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Now I mentioned that I separated the messages that were sent to a single public key 
ŦǊƻƳ ǘƘŜ ƻƴŜǎ ǎŜƴǘ ǘƻ ƳǳƭǘƛǇƭŜΦ  LŦ ŀ ƳŜǎǎŀƎŜ ǿŀǎ ǎŜƴǘ ǘƻ ŀ ǎƛƴƎƭŜ ƪŜȅΣ ǿŜ ŘƻƴΩǘ ƪƴƻǿ 
ǘƻƻ ƳǳŎƘ ŀōƻǳǘ ƛǘΣ ŜǎǇŜŎƛŀƭƭȅ ōŜŎŀǳǎŜ ǳǎǳŀƭƭȅ ǘƘŜȅ ǘƘǊƻǿ ǘƘŜ ƪŜȅ L5Σ ǎƻ ȅƻǳ ŎŀƴΩǘ ǘŜƭƭ 
what public key it was encrypted to.  But if a message is sent to more than one public 
ƪŜȅ L5Σ ǘƘŜƴΧ 
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¸ƻǳ Ŏŀƴ ŘǊŀǿ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƎǊŀǇƘǎΦ  bƻǿ ƛǘΩǎ ƴƻǘ ŀ ǎǘǊƛŎǘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƎǊŀǇƘ ƛƴ 
the sense that a message was sent from !ƭƛŎŜ ǘƻ .ƻōΣ ǘŜŎƘƴƛŎŀƭƭȅ ƛǘΩǎ ǘƘŀǘ !ƭƛŎŜ ŀƴŘ 
Bob both received the same message.  But in some, if not most, situations, people 
ƛƴŎƭǳŘŜ ǘƘŜƳǎŜƭǾŜǎ ƻƴ ƳŜǎǎŀƎŜǎ ǘƘŜȅ ǎŜƴŘΧ ǎƻ ǘƘŜȅ Ŏŀƴ ǊŜŀŘ ǘƘŜƛǊ ƻǿƴ ǎŜƴǘ ƳŀƛƭΦ 
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So a quick legend to these graphs, if a node is green, that means I was able to find the 
public key on the a keyserver. 
If the node is a circle, that means that key received messages individually.  And the 
size of the circle, and the width of the line, means how many messages they received. 
 
So we have this very nice symmetrical 5-person graph here. 

44 



!ƴŘ ǘƘŜƴ ǿŜΩǾŜ Ǝƻǘ ǘƘŜǎŜ ƳǳŎƘ ƭŀǊƎŜǊ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƴŜǘǿƻǊƪǎ ƘŜǊŜΦ 
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!ƴŘ ǘƘŜƴ ǿŜΩǾŜ Ǝƻǘ ǘƘƛǎ ƘǳƎŜ spiderweb of messages. 
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!ƴŘ ǿŜΩǾŜ Ǝƻǘ ŀ ŎƻǳǇƭŜ ƻŦ ƛƴǘŜǊŜǎǘƛƴƎ ƎǊŀǇƘǎ ǿƛǘƘ ŎŜƴǘǊŀƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇƻƛƴǘǎΦ 
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!ƴŘ ǘƘŜƴ ǿŜΩǾŜ Ǝƻǘ ŀ ŎƻǳǇƭŜ ƻŦ ƳƻǊŜ ƛƴǘŜǊŜǎǘƛƴƎ ƴŜǘǿƻǊƪǎΦ  !ƴŘ L ǘƘƛƴƪ ǘƘŜǎŜ ŀǊŜ 
interesting because they imply that not everybody knows everybody else.  This graph 
and the next one really may be a model of the actual Internet where people will 
email other people and in a complex, interconnected, but not fully connected way.  
This is a fairly low-volume network 
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While this one has quite a few higher-volume folks participating. 
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!ƴŘ ǘƘŜƴ ƘŜǊŜΩǎ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜƳ ǘƘŜ simpler, 2-person communications.   
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So I was working on the communication graphs after all the PRISM stuff came out, 
and I was feeling distinctly uncomfortable imagining that this is what the NSA is 
probably doing to me and my friends.   
 
But ǘƘŜ ǎƘƻǿ Ƴǳǎǘ Ǝƻ ƻƴΣ ǎƻ ƭŜǘΩǎ ǘŀƭƪ ŀōƻǳǘ ōǊǳǘŜ ŦƻǊŎƛƴƎ ŎƛǇƘŜǊǘŜȄǘΦ  bƻǿ ƛŦ ȅƻǳΩƭƭ 
ǊŜŎŀƭƭ ǘƘƛǎ ƎǊŀǇƘΣ ȅƻǳ ǎŀǿ ǘƘŀǘ ǇŀŎƪŜǘ ǘȅǇŜ ΨфΩ ǿŀǎ ōȅ ŦŀǊ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴ ǇŀŎƪŜǘ 
type found ς ƻǾŜǊ тллΣллл ƻŦ ǘƘŜƳΦ  bƻǿ ǘƘƛǎ ǇŀŎƪŜǘ ǘȅǇŜ ƛǎ ƛƴǘŜǊŜǎǘƛƴƎ ǎƻ ƭŜǘΩǎ ŘƛǾŜ 
into a little bit. 
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This packet is the actual ciphertext of the message.  It is only, the encrypted data.  It 
ŘƻŜǎƴΩǘ ǎŀȅ ǿƘŀǘ ŀƭƎƻǊƛǘƘƳ ƛǘ ƛǎΣ ŀƴŘ ƛǘ ŘƻŜǎƴΩǘ ŜȄǇƭŀƛƴ Ƙƻǿ ǘƻ ƎŜǘ ǘƘŜ ƪŜȅΦ 
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¢ƘŜ ƪŜȅΣ ƛǎ ƛƴ ŀƴƻǘƘŜǊ ǇŀŎƪŜǘΦ  LǘΩǎ ƛƴ ǇŀŎƪŜǘ ǘȅǇŜ м όŦƻǊ ǇǳōƭƛŎ ƪŜȅǎύ ƻǊ о όŦƻǊ 
passphrases). 
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.ǳǘ ƛŦ ȅƻǳΩƭƭ ǊŜŎŀƭƭ ŦǊƻƳ ǘƘŀǘ ƎǊŀǇƘΣ ǘƘŜǊŜ ŀǊŜƴΩǘ ŀƴȅ ǇŀŎƪŜǘǎ ǘƘŀǘ ǇǊŜŎŜŘŜ ǇŀŎƪŜǘ ǘȅǇŜ 
9Φ  ²ŜΩǾŜ Ǝƻǘ ŀ ŘƛǎŎƻƴƴŜŎǘ ŦǊƻƳ ǿƘŀǘ ǘƘŜ ǎǇŜŎ ǎŀȅǎΣ ŀƴŘ ǘƘŜ Řŀǘŀ ǿŜ ǎŜŜΦ 
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²Ŝƭƭ ƛŦ ǿŜ ƪŜŜǇ ǊŜŀŘƛƴƎΣ ǿŜΩƭƭ ŦƛƴŘ ǘƘƛǎ ƎŜƳΦ   
 
άǘƘŜ L59! ŀƭƎƻǊƛǘƘƳ ƛǎ ǳǎŜŘ ǿƛǘƘ ǘƘŜ ǎŜǎǎƛƻƴ ƪŜȅ ŎŀƭŎǳƭŀǘŜŘ ŀǎ ǘƘŜ a5р ƘŀǎƘ ƻŦ ǘƘŜ 
ǇŀǎǎǇƘǊŀǎŜέ 
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Yea.  The MD5 of the password. 
 
This is absolutely legacy, ŀƴŘ ǿŜΩǾŜ ƘŀŘ ōŜǘǘŜǊ ǿŀȅǎ ƻŦ ŘƻƛƴƎ ǘƘƛǎ ƛƴ OpenPGP since 
the late 90s.  So while in the very beginning of AAM, this might have been excusable, 
the fact that my dataset was from 2003 onwards makes this a pretty horrible 
situation. 
 
So ǿŜ ƪƴƻǿ Ƙƻǿ ǘƻ a5рǎ ǊŜŀƭƭȅΣ ǊŜŀƭƭȅ ŦŀǎǘΦ  .ǳǘ ǘƘŀǘΩǎ ƻƴƭȅ ƘŀƭŦ ƻŦ ǘƘƛǎΦ  ²Ŝ ƘŀǾŜ ǘƻ 
take the output and use it in an IDEA decryption.  And then we have to detect if what 
we decrypted to was an actual plaintext, or just random.  And while you can run 
randomness tests ς ǘƘŜȅΩǊŜ ǎƭƻǿΣ ŀƴŘ ǿŜΩǊŜ ōǊǳǘŜ ŦƻǊŎƛƴƎ ƘŜǊŜ ς we want to go as fast 
as possible.  So while I spent a lot of time at this point, wrote a lot of code and did a 
ƭƻǘ ƻŦ ƻǇǘƛƳƛȊŀǘƛƻƴǎΣ ƛǘ ŘƻŜǎƴΩǘ Ǉƭŀȅ ǾŜǊȅ ǿŜƭƭ ƛƴǘƻ ǘƘŜ ǎƭƛŘŜǎΣ ǎƻ LΩƭƭ Ƨǳǎǘ ǎŀȅ ǘƘŀǘ L ǿǊƻǘŜ 
a lot of CUDA-powered code and brute forced these on GPUs for many months. 
 
And one of the first results I got, actually a few dozen of these messages, was 
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This did not make me feel terribly good about myself.  But I persevered. 
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More encrypted messages.  Recursively encrypted PGP messages. 
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Lƴ ŦŀŎǘΣ ƘŜǊŜΩǎ ŀ ōǊŜŀƪŘƻǿƴ ƻŦ Ƙƻǿ Ƴŀƴȅ ǊŜŎǳǊǎƛƻƴǎ L ƘƛǘΦ  L Ǝƻǘ ŀōƻǳǘ млΣллл 
decryptions into a public key message, and another 2200 into another password-
protected PGP  message.  I was able to take 49 messages two layers deeper, and 5 
messages 4 layers deep. 
 
Now, for the number of messages I was trying to brute force, these numbers may not 
seem very impressive.  While I certainly am not the best password cracker here at 
DefconΣ L ǘƘƛƴƪ ƛǘΩǎ ǿƻǊǘƘ ōŜŀǊƛƴƎ ƛƴ ƳƛƴŘ ǘƘŀǘ L ŀƳ ƴƻǘ ǘǊȅƛƴƎ ǘƻ ŎǊŀŎƪ ǇŀǎǎǿƻǊŘǎΣ LΩƳ 
trying to crack encryption keys used by some of the most paranoid people on the 
LƴǘŜǊƴŜǘΦ  {ƻ LΩƳ ǎǳǊŜ ǇŜƻǇƭŜ Ŏŀƴ Řƻ ōŜǘǘŜǊΣ ōǳǘ L ŘƻƴΩǘ ŦŜŜƭ ǘƻƻ ōŀŘ ŀōƻǳǘ ǘƘŜǎŜ 
results. 
 
.ǳǘ L ƘŀǾŜƴΩǘ ŜȄǇƭŀƛƴŜŘ ǿƘȅ ǘƘŜǊŜ ŀǊŜ ǎƻ Ƴŀƴȅ ǊŜŎǳǊǎƛǾŜƭȅ ŜƴŎǊȅǇǘŜŘ ƳŜǎǎŀƎŜǎΦ 
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And to explain that I have to talk about Remailers.  So how many have heard of 
Mixmaster and Mixminion.   
 
Okay a good number of you.  Well these tools have been dubbed Type II and Type III 
remailers.  Which means there must be a Type I remailer somewhere.  Well, Type I 
remailers are basically dead, but their protocol lives on in Mixmaster.   
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And boy, what a protocol. 
 
This is the manual of how to use most, but not even all, of the options supported by 
Type I remailers.   
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Some of the Type L ŘƛǊŜŎǘƛǾŜǎ ŀǊŜ ƻƴ ǘƘŜ ƭŜŦǘΦ  bƻǿΣ ǿƘŀǘΩǎ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ 
Remail-To, Remix-To, Anon-To, and Encrypt-¢ƻΚ  L ǎǳǊŜ ŀǎ ƘŜŎƪ ŘƻƴΩǘ ǊŜƳŜƳōŜǊΣ ŀƴŘ 
LΩǾŜ ōŜŜƴ ǎǘǳŘȅƛƴƎ ǘƘƛǎ ŦƻǊ ŀ ǿƘƛƭŜΦ  !ƴŘ ǘƻ ǳǎŜ ŀ ¢ȅǇŜ-I, you have to type each of 
ǘƘŜǎŜ ƻǇǘƛƻƴǎ ƻǳǘΣ ȅƻǳǊǎŜƭŦΦ  ¢ƘŜǊŜΩǎ ǳǎǳŀƭƭȅ ƴƻ D¦L ƘŜǊŜΦ 
 
I had talked in the beginning about Type I nymservs?  Well, Type I nymservs are the 
main recipient of these directives.  You would string together a mix network chain of 
directives, encrypted to different nodes, and that would be your reply block.  When 
someone emails your nym, the nymserv would basically execute your reply block, 
sending the message off through each of the steps, ultimately coming out to either 
your real email address, or a Usenet group like AAM. 
 
²ŜΩǊŜ ǎǘƛƭƭ ǎŜŜƛƴƎ ǘƘŜǎŜ ƳŜǎǎŀƎŜǎ ǇƻǎǘŜŘΦ  .ǳǘ ǘƘŜǊŜ ŀǊŜ ƻƴƭȅ н ¢ȅǇŜ L Nymservs 
operating.  One is Zax, of course, the other is paranoici.  Paranoici is run by a group of 
Italian Hackers in Milan, they also run Autistici, Inventati ς which you can think of as 
an Italian version of RiseUp. 
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{ƻΣ ƛƴ ŎƻƴŎƭǳǎƛƻƴ ǿƘŀǘ ŀǊŜ ǘƘƻǎŜ ƴŜǎǘŜŘ tDt ƳŜǎǎŀƎŜǎΚ  ¢ƘŜȅΩǊŜ ¢ȅǇŜ L nymserver 
messages, where the keyID is the ultimate nym ƻǿƴŜǊΦ  LŦ L ŘƻƴΩǘ ƘŀǾŜ ŀ keyidΣ ǘƘŜǊŜΩǎ 
another layer of symmetric encryption I ŘƛŘƴΩǘ ŎǊŀŎƪΦ  ²ƘŜƴ ȅƻǳ ŘƻǿƴƭƻŀŘ ¢ȅǇŜ L 
nymserver messages, you know all the passwords, peel them off one by one, and 
then finally use your private key. 
 
This is all the recipients with >5 messages.  Pretty top heavy towards just a few nyms. 
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So Communication Graphs and brute forcing is really just the first, quarter, I would 
say, of the analysis I did on AAM.  A majority of my time was spent doing Correlation.  
9ǾŜƴ ƛŦ L ŘƻƴΩǘ ƪƴƻǿ ǿƘƻ ŀ ƳŜǎǎŀƎŜ ƛǎ ǘƻΣ ƻǊ ǿƘŀǘ ƛǘ ǎŀȅǎΣ ƛǘΩǎ ǾŀƭǳŀōƭŜ ǘƻ ƪƴƻǿ ǘƘŀǘ 
ƛǘΩǎ ǘƻ ǘƘŜ ǎŀƳŜ ǇŜǊǎƻƴ ŀǎ ŀƴƻǘƘŜǊ ƳŜǎǎŀƎŜΣ ƻǊ ǿŀǎ ǎŜƴǘ ōȅ ǘƘŜ ǎŀƳŜ ǎŜƴŘŜǊΦ 
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And why is that valuable?  ²ŜƭƭΣ ƭŜǘΩǎ Ǝƻ ōŀŎƪ ǘƻ ǘƘƛǎ ǎƭƛŘŜΦ  ¸ƻǳ ŎŀƴΩǘ ǘŜƭƭ ƛŦ ǎƻƳŜƻƴŜ 
has even received a message in a shared mailbox.  But if I can correlate one message 
with another,  
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Then I can start determining that some unknown person _has_ received a message.  
And once I know these two message are related, well I can pay attention to the 
timestamp and the length. This goes even further,  
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because people tend to respond to messages they receive.  And since I know If 
someone has _sent_ a message, it might be that they are replying to a message they 
just received. 
 
{ƻ ƭŜǘΩǎ ǘŀƭƪ ŀ ƭƻǘ ŀōƻǳǘ ŎƻǊǊŜƭŀǘƛƻƴΣ ŀƴŘ ƳƻǊŜ ŀƴŀƭȅǎƛǎ ƻƴ ǿƘŀǘΩǎ ƛƴ !!aΦ 
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{ƻ ŦƛǊǎǘ ƻŦŦΣ ƛǘΩǎ ƻōǾƛƻǳǎ ǘƘŀǘ ȅƻǳ Ŏŀƴ ŎƻǊǊŜƭŀǘŜ ƳŜǎǎŀƎŜǎ ǘƘŀǘ ǳǎŜ ŀ ǎƛƴƎƭŜΣ Ŏƻƴǎǘŀƴǘ 
subject.  But there are a lot of messages like these!  Nearly half of all the messages 
posted to AAM! 
 
They tend to be older, and have tapered off more recently.  Which makes sense.   
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!ƴŘ ƛŦ ȅƻǳΩǾŜ ƭƻƻƪŜŘ ŀǘ !!aΣ ǿƘŀǘ ȅƻǳΩǾŜ ǇǊƻōŀōƭȅ ǎŜŜƴ is the random Hexadecimal 
ǎǳōƧŜŎǘǎΦ  ¢ƘƻǎŜ ƭƻƻƪ ǊŀƴŘƻƳΦ  [ŜǘΩǎ ŎƻǊǊŜƭŀǘŜ ǘƘŜƳΦ 
 
So there are two algorithms to generate these subjects.  Esubs, or Encrypted 
Subjects, and Hsubs, or Hashed Subjects.  And the point of these is to quickly identify 
which messages are for you, and which you should ignore.  This saves you an 
ŜȄǇŜƴǎƛǾŜ ǇǳōƭƛŎ ƪŜȅ ƻǇŜǊŀǘƛƻƴΦ  bƻǿ ǇŜǊǎƻƴŀƭƭȅΣ L ǘƘƛƴƪ ǿŜΩǊŜ ŀǘ ǘƘŜ Ǉƻƛƴǘ ǿŜ ŎƻǳƭŘ 
ǇǊƻōŀōƭȅ Ŏǳǘ ǘƘƛǎ ǎǘŜǇ ƻǳǘΣ ōǳǘ ƴƻƴŜǘƘŜƭŜǎǎΣ ƛǘΩǎ ǘƘŜǊŜΦ 
 
So esubs have two secrets ς a subject, and a password.  Hsubs have a single secret, a 
ǇŀǎǎǿƻǊŘΦ  LŦ ȅƻǳ ǿŀƴǘ ǘƻ ōǊǳǘŜ ŦƻǊŎŜ ǘƘŜǎŜΣ ƛǘΩǎ ŎƻƴǎƛŘŜǊŀōƭȅ ƳƻǊŜ ŘƛŦŦƛŎǳƭǘ to brute 
force the esubs ς ŀƴŘ L Ǌŀƴ ƻǳǘ ƻŦ ǘƛƳŜΦ  bƻǿ ȅƻǳΩŘ ǘƘƛƴƪ ǘƘŀǘ esubs must be newer, 
ōǳǘ ŀŎǘǳŀƭƭȅ ƛǘΩǎ ǘƘŜ hsubs. 
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Hsubs were created by Zax actually, and as his services are used more and more, they 
make up an increasing percentage of the subjects. 
 
Now, hsubs have a random piece in them that you can think of as an Initialization 
Vector, or as a salt.  While I could try to shoe-horn these into the existing SHA256 
ǇŀǎǎǿƻǊŘ ŎǊŀŎƪŜǊǎ ƻǳǘ ǘƘŜǊŜΣ ƛǘΩŘ ōŜ ǊŜŀƭƭȅ ǇŀƛƴŦǳƭΣ ōŜŎŀǳǎŜ hsubs will truncate the 
output to match the length of esubs.  So I had to write my own GPU cracker, again. 
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And I cracked about 3,500 hsubs.  Better than the percentage of messages I brute 
forced, but again, not a great percentage.  But keep in mind these are passwords of 
the most paranoid people on the Internet. 
 
I found an interesting set of messages with the hsub DANGER WILL ROBINSON, which 
was used by some, but of all, of the messages to a couple of particular KeyIDs.   
 
I cracked all the hsubs of another Key ID, with the two passwords testicular and 
panties. 
 
LŦ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ ǿƘŀǘ schmegma ƛǎΣ ŘƻƴΩǘ ǳǊōŀƴ ŘƛŎǘƛƻƴŀǊȅ ƛǘΦ 
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So if HSUBs and ESUBs are used to let a nym own identify their messages, can we do 
ǎƻƳŜǘƘƛƴƎ ǎƛƳƛƭŀǊΚ  [ŜǘΩǎ ǎŀȅ ǿŜ ǿŀƴǘ ǘƻ ǘŀǊƎŜǘ ǘƘŜ nym Bob.  Well, what we can do it 
send a particularly large message to Bob, full of nonsense.  And then we wait for a 
large message to pop out into AAM.  ½ŀȄΩǎ nymserv is instantaneous, so this size-
based correlation is easy.  Type I nymservs are not necessarily instantaneous, so 
ǘƘŜȅΩǊŜ ŀ ƭƛǘǘƭŜ ƳƻǊŜ ŘƛŦŦƛŎǳƭǘΣ ōǳǘ ƛǘΩǎ ƴƻǘ ψǘƻƻψ ŘƛŦŦƛŎǳƭǘΦ  ²Ŝ Ŏŀƴ ƎŜǘ ŀ ǾŜǊȅ ƎƻƻŘ ƛŘŜŀ 
by keeping careful track of the size and maybe doing it a couple times. 
 
And this works, easily and efficiently.  And what we get is a specific message we know 
is to a particular nym, that we can then target for hsub cracking.     
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{ƻ LΩƳ ƴƻǘ ŘƻƴŜΦ   
 
.ǳǘ ǳƴƭƛƪŜ ŜǾŜǊȅǘƘƛƴƎ LΩǾŜ ǇǊŜǎŜƴǘŜŘ ōŜŦƻǊŜΣ ǿƘŀǘ LΩƳ ƎƻƛƴƎ ǘƻ ǘŀƭƪ ŀōƻǳǘ ƴƻǿ ƛǎ 
probability-based attacks.  That is, I come up with a hypothesis, that I can correlate 
messages with a probability better than random if I look at property X. Whatever it is.  
²ŜƭƭΣ ƛŦ L ŘƻƴΩǘ ƘŀǾŜ ŀ ŎƻƴǘǊƻƭ ƻǊ ǘŜǎǘ ƳŜǎǎŀƎŜǎΣ L ŎŀƴΩǘ ǘŜƭƭ ƛŦ ǘƘŀǘ ƘȅǇƻǘƘŜǎƛǎ ǿƻǊƪŜŘΣ 
ǊƛƎƘǘΚ  ²ŜƭƭΣ L ŘƻƴΩǘ ƘŀǾŜ ŎƻƴǘǊƻƭǎΦ  {ƻ ǿƘŀǘ LΩƳ ŘƻƛƴƎ ƛǎ ŎƻƳƛƴƎ ǳǇ ǿƛǘƘ ŀ ƘȅǇƻǘƘŜǎƛǎΣ 
running it across the dataset, and then looking at the clusters of messages that come 
out.  And if I can figure out something _else_ that correlates them, I call it a success.   
 
Like say ς If a message header has a value of X ς L ǘƘƛƴƪ ǘƘŀǘΩǎ ŀ ǳƴƛǉǳŜ ǎŜƴŘŜǊΦ  hƴƭȅ 
one person is sending those messages.  So I run that analysis, and I get clusters of 
messages encrypted to a single public key.  Well, if there was no correlation, I 
ǿƻǳƭŘƴΩǘ ƎŜǘ ǎǳŎƘ ƴƛŎŜƭȅ ǎŜƎƳŜƴǘŜŘ ǇǳōƭƛŎ ƪŜȅǎΣ ǿƻǳƭŘ LΚ  Lǘ ǿƻǳƭŘ ōŜ ŀ ǊŀƴŘƻƳ 
distribution of the all the public keys in the dataset.  And even though I could have 
found that cluster by just looking at the public key ids ς this data implies that I could 
use that trick, that hypothesis, to find clusters of data when there _is_ no other 
distinguishing characteristic.   
 
{ƻ ǘƘŀǘΩǎ Ƙƻǿ L ǘǊȅ ŀƴŘ ǇǊŜǎŜǊǾŜ ǎƻƳŜ ǎŜƳōƭŀƴŎŜ ƻŦ ǘƘŜ ǎŎƛŜƴǘƛŦƛŎ ƳŜǘƘƻŘΣ ǿƘƛƭŜ ƴƻǘ 
actually having controls. 
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{ƻ Ƴȅ ŦƛǊǎǘ ŜȄŀƳǇƭŜ ǿŀǎ ƳŜǎǎŀƎŜ ƘŜŀŘŜǊǎΣ ŀƴŘ ǘƘŀǘΩǎ ŀ ōƛƎ ƻƴŜΦ  [ŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜǎŜΦ 
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There are a few headers that are in nearly every message, but a long tail of headers 
that in only a few. 
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But those mostly-unique message headers are not necessarily the goldmine you 
might think they are.   
 
!ƴŘ ǘƘŀǘΩǎ ōŜŎŀǳǎŜ ƘŜŀŘŜǊǎ Ŏŀƴ ōŜ ŀŘŘŜŘ ōȅ ǘƘŜ ŎƭƛŜƴǘΣ ōȅ ǘƘŜ ŜȄƛǘ ǊŜƳŀƛƭŜǊΣ ōȅ ǘƘŜ 
mail2news gateway, or by the Usenet peer.   
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So to really go after the distinguishing headers, that is the headers added by the 
client ς I have to subtract out the headers that were added by all the other parts of 
the path. 

78 



And here are some great examples of headers specified by the client. 
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These strange headers all formed a distinct clump of messages, with the unique 
ǎǳōƧŜŎǘ ά²ŜŜŘ ²ƛƭƭ {ŀǾŜ ¢ƘŜ tƭŀƴŜǘέΦ  !ƴ Ŝŀǎȅ ŜȄŀƳǇƭŜ ƻŦ Ƙƻǿ ǘƘŜ ƛŘŜŀ ƻŦ ǳƴƛǉǳŜ 
message headers can correlate messages. 
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X-No-Archive ς ǘƘƛǎ ƳŜŀƴǎΣ ŘƻƴΩǘ ǎŀǾŜ ƛǘ ƛƴ ¦ǎŜƴŜǘΦ  LǘΩǎ ŀ ŎƭƛŜƴǘ ǊŜǉǳŜǎǘ ǘƘŀǘ Ƴƻǎǘ 
usenet servers will obey.   
 
LǘΩǎ ŀƭǎƻ ƴƻǘ ǘƘŜ ǿƻǊŘ ƻƴ ǘƘŜ ǎŎǊŜŜƴΦ  ¢Ƙƛǎ is a misspelling of the header.  And there is 
ƻƴŜ ǇŜǊǎƻƴΣ ŀǘ ƭŜŀǎǘ LΩƳ ŎƭŀƛƳƛƴƎ ƻƴŜ ǇŜǊǎƻƴΣ ǿƘƻ Ƙŀǎ ƳŜǎǎŜŘ ǘƘƛǎ ǳǇΣ ŀƴŘ 
completely distinguishes their messages.  All 17,300 of them. 
 
~17,300 messages with this header 
Every ƻƴŜ ƻŦ ǘƘŜƳ ǿκ ǎǳōƧŜŎǘ ƻŦ ΨforforumsΩ 
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So this is what you want, right? 
 
No.  Capitalization matters, and this is not the correct capitalization. 
 
²ƘŀǘΩǎ ƛƴǘŜǊŜǎǘƛƴƎ ŀōƻǳǘ ǘƘƛǎ ƻƴŜ ƛǎ ǘƘŀǘ ƛǘ ǎƘƻǿǎ ǳǇ ƻƴ ǎŜǾŜǊŀƭ ƭƻƴƎ ǊǳƴƴƛƴƎ threads 
on AAM, composing nearly 28,000 messages.  Now initially, I thought each of these 
threads was relatively independent from each other ς but after finding this bit of 
information ς LΩƳ ǎǘŀǊǘƛƴƎ ǘƻ ǎŜǊƛƻǳǎƭȅ Řƻǳōǘ ǘƘŀǘΦ 
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¢Ƙƛǎ ƻƴŜ ƛǎƴΩǘ ǊƛƎƘǘ ŜƛǘƘŜǊΦ 
 
1500 messages posted with this header 
LƴŎƭǳŘƛƴƎ ǘŜǎǘ ƳŜǎǎŀƎŜǎ ǇƻǎǘŜŘ ǿƛǘƘ ǎƻƳŜƻƴŜΩǎ ǊŜŀƭ ƴŀƳŜ 
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This is the correct version, and about 135,000 messages had it, or a little more than 
10%.  Which makes it distinguishing in and of itself. 
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So how about Encrypt-Subject? 
 
So Encrypt-Subject is an directive for Type I remailers that should be processed by the 
remailer ς ƛǘ ǎƘƻǳƭŘ ƴŜǾŜǊ ƳŀƪŜ ƛǘΩǎ ǿŀȅ ƛƴǘƻ ¦ǎŜƴŜǘΦ  ¢Ƙƛǎ ƛǎ ŀ ōǳƎΣ ǘƘƛǎ ƛǎ ŀ ŎƭƛŜƴǘ 
ƳŜǎǎƛƴƎ ǘƘƛƴƎǎ ǳǇΦ  !ƴŘ L ŎŀƴΩǘ ōƭŀƳŜ ǘƘŜƳΣ ōŜŎŀǳǎŜ ¢ȅǇŜ L ƛǎ ǎƻ ƘƻǊǊƛōƭȅ ŘƛŦŦƛŎǳƭǘΦ   
 
Over 10000 messages like this.  And when you reuse the subject, like these, you make 
messages without Encrypt-Subject stand out 
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hǊ ŜǾŜƴ ǿƻǊǎŜΣ ƳŜǎǎ ǳǇ ƻƴŎŜΣ ŀƴŘ ǘƘŜƴ ŦƛƎǳǊŜ ƛǘ ƻǳǘ ŀƴŘ ǊŜǳǎŜ ƛǘΧ 
 
I can identify 52 esub messages that were otherwise secure because of 
subject/password reuse 
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!ƴŘ ǘƘŜƴ ǘƘŜǊŜΩǎ 9ƴŎǊȅǇǘ-Key.  Another header that ǎƘƻǳƭŘ ƴŜǾŜǊ ƳŀƪŜ ƛǘΩǎ ǿŀȅ ƛƴǘƻ 
Usenet, but does because Type I remailers are so hard to use. 
 
There are over 10,000 of them. 
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[ŜǘΩǎ ƭƻƻƪ ŀǘ ŀƴƻǘƘŜǊ ƘŜŀŘŜǊΦ  bŜǿǎƎǊƻǳǇǎΦ  Wǳǎǘ list mailing lists, you can post a 
ƳŜǎǎŀƎŜ ǘƻ ƳƻǊŜ ǘƘŀƴ ƻƴŜ ƴŜǿǎƎǊƻǳǇΦ  .ǳǘ ƛŦ ȅƻǳ ŘƻΣ ȅƻǳΩǊŜ ǿƛƭŘƭȅ ƛƴ ǘƘŜ ƳƛƴƻǊƛǘȅΣ 
and that segments you. 
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Like this newsgroup.  There are 34 messages posted with this newsgroup, and than 
you so much comcast for making your users extremely distinguishable. 
 
34 messages 
every one of them:     
 subject: mlw0lj2b9HBP7EURCn0PdCvyyatVk8i Adam S. Toline     
 uniquehsig: 8, 40     
 40 User-Agent: Xnews/03.04.11     
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Well what about this value.  AAM with 4 commas at the end. 
 
I thought this was a correlation attack ς but after tracking it down, it was actually 
caused by ŀ ōǳƎ  ƛƴ ΨǊŜƳŀƛƭŜǊΦƻǊƎΦǳƪΩ ŦƻǊ ŀ ǿŜŜƪ ƛƴ WŀƴǳŀǊȅ Ω06.   
Random trivia I pulled out of this dataset. 
 
 
1/21 - 1/29 2006 
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How about this one, with duplicated newsgroups.  These were sent through a large 
variety of remailers and have no obvious correlation besides this value, and that they 
have english subjects. 
 
So the English subjects was the control I used to confirm that using a unique 
newsgroup is a bad idea. 
 
 
 
Lot of  
 - ATTN T-Boy 
 - Pariser Wasser 
 - Fresh fish from China 
 
All of these have these two newsgroups, sent through many different remailers: 
 - melontraffickers, frell, cypherpunks.to, dizum, rebleep, tatooine, paranoici, firenze 
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Humans are creatures of habit, and as flaky as remailers have been, a lot of people 
find a configuration that works for them, and then they stick with it.  Well, if I 
partition people by the remailer and the newsgateway they use ς ǘƘŀǘΩǎ ǿƘŀǘ ǘƘŜ 
colored squares are ς what ǿŀǎ ǇǊŜǾƛƻǳǎƭȅ ŀƴ άŀƴƻƴȅƳƻǳǎέ ŘƛǎŎǳǎǎƛƻƴ ǘƘǊŜŀŘ 
ǎǳŘŘŜƴƭȅ ƳŀƪŜǎ ƛǘ ǾŜǊȅ Ŝŀǎȅ ǘƻ ǇƛŎƪ ƻǳǘ ǿƘƻ ƛǎ ǎŀȅƛƴƎ ǿƘŀǘΣ ŀƴŘ ƛŦ ǘƘŜȅΩǊŜ ŀǊƎǳƛƴƎ 
with or supporting themselves. 
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And if I add in the header signature at the far ǊƛƎƘǘΣ ƛǘΩǎ ŜǾŜƴ ŜŀǎƛŜǊΗ 
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!ƴŘ ǘƘŜƴ ƘŜǊŜΩǎ ŀ ǊŜŀƭƭȅ ƛƴǘŜǊŜǎǘƛƴƎ ǇŀǘǘŜǊƴ L ƻōǎŜǊǾŜŘΦ  ¢ƘŜǊŜ ŀǊŜ ŀ Ƙƻǎǘ ƻŦ ƳŜǎǎŀƎŜǎ 
who have subjects with a 1 or 2 in them.  Like soggy / soggy2.   
 
Well I looked at those, and found they were being posted together, really close 
together.  And then I realized ς one of the options in Type I remailers is to duplicate a 
message for redundancy.  Send the same message down two different remailer 
chains, just in case one becomes unavailable.  And while this gains you some measure 
of availability ς ƛǘΩǎ ŀƭǎƻ ŘƛǎǘƛƴƎǳƛǎƘƛƴƎΦ  
 
You could target a nym, like I described earlier, with a huge message ς and if you see 
two huge messages appear, you know that that ƴȅƳΩǎ reply block duplicates 
ƳŜǎǎŀƎŜǎΦ  [ƻƻƪ ŦƻǊ ŀƭƭ ǇƻǎǎƛōƭŜ ŘǳǇƭƛŎŀǘŜ ƳŜǎǎŀƎŜǎΣ ŀƴŘ ȅƻǳΩǾŜ Ǝƻǘ ŀ ŎŀƴŘƛŘŀǘŜ ƭƛǎǘ ƻŦ 
messages to that nym ς ŜǾŜƴ ƛŦ ȅƻǳΩǊŜ ǳƴǎǳŎŎŜǎǎŦǳƭ ŘƻƛƴƎ ŀƴ hsub or esub crack. 
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And a similar pattern I saw was these.  Look at each pair of messages with the slightly 
different backgrounds.  The second message comes out of dizum about 5-6 hours 
later from the one that comes from panta-rhei.   
 
L ŘƻƴΩǘ ƪƴƻǿ ǿƘŀǘ ǘƘƛǎ ƳŜŀƴǎΣ ōǳǘ ƛǘ ŘƛŘ ǎǘŀƴŘ ƻǳǘ ŀƴŘ ƛǎ ŘƛǎǘƛƴƎǳƛǎƘƛƴƎΦ 
 
Subject: ά²ŜŜŘ ǿƛƭƭ ǎŀǾŜ ǘƘŜ ǇƭŀƴŜǘέ 
Also, messages from frell were mixed in, with no obvious correlation to other 
messages 
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